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Looking Backward:
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Q: What is the tragedy?
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Why ?

Despite the apparent irreconciable differences in educational and-
ocial attitude, in 1904 Pres, Henry Smith Pritchett began the first
ttempt of the twent == )¢ fourth of Tech’s young
xistence-{to form a merger with Harvard | The chief motive for this
ttempt w nancial: ech was in need of money, both to continue
perating and to enlarge and7or relocate 1ts physical plant which had
ecome too small to support Tech’s increasing enrollment. Harvard had
2ceived under the terms of shoe manufacturer Gordon McKay’s will a
ibstantial sum to establish a graduate school of engineering within its
iwrence Scientific School., The apparent solution seemed to be to
msolidate Tech with Harvard, thereby allowing the former to share in
1@ riches of the McKay legacy and Harvard to benefit by the acquisition

ring. A site was
10sen along the marshy banks of the Charles across from Harvard’s
imbridge campus (now the site of the Harvard Business School) to which

'ch would move from its cramped Copley Square location if the merger
ok place,
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What Happened? ... a Cliff Hanger!
* Alumni (mostly) not happy!
* But, the MIT Corporation approves the merger!

* But, Mass Supreme Judicial Court rules that MIT CANNOT sell its
Boston buildings, since it does not own the land (those funds are
needed to build the new campus.)

* So, deal called off.
* So, how did MIT get to its new/current campus in Cambridge in 19167?

* Made possible by a substantial donation from an anonymous donor
referred to as “Mr. Smith.”

* In January 1920, the identity of the donor was revealed to be George
Eastman, founder of Eastman Kodak.

Looking Forward: CAMS Research Agenda

Cyber risk evaluation & metrics
» Board governance of cyber
* Cybersecurity leadership in the organization
* Role of cyber insurance in risk mitigation
* Harmonizing compliance and cybersecurity

Impact of cyber risk concerns on innovations

* Comparing national cybersecurity frameworks

* Usability vs security

* Cyber safety: applying research in accident prevention

» Cybersecurity of Industrial Control Systems (ICS)/Cyber-physical
* Cybersecurity for Cloud-based systems

» Cybersecurity of loT Using Blockchain

* Autonomous Vehicles

Organlzatlonal

Robust CAMS Research Program

Cybersecurity at SLOAN
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Board-level cyber education
ovb | | | Trad House of Security
. Fy erseculr('tfy mpact Ofn r;)temzt'on?_ rade » Organizational Cybersecurity Culture
rameworktor typest? CY er education * Bridging the IT/OT Culture Gap
throughout the organization
* Ethics of cybersecurity
* Cyber warfare

* Success factors for cybersecurity
* Cyber information sharing

* Vulnerability research

* Security workforce
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STRATEGY: Balanced Scorecard Concept

Financial Biggest Risk ) Technological
Loss of market momentum due to
increase possibilty of stolen IP
Magnitude: Highly severe &
Timing: In the next 1year

L more likely to occur.

Business Impact: High

50%
Action Plan to address the
biggest risk:

_/
I
Investigating IP Insurance | |

=

Biggest Risk
Vulnerability testing &
compliance not automated
Magnitude: Less severe &
less likely to occur.
Timing: In the next 2 year
Business Impact: Medium

Action Plan to address the A

biggest risk:
Bringing on new system to automate
vulnerability testing )

( Reiislgient\

in awarenesstraining
Magnitude: Lesssevere & less
likely to occur. L
Timing: In the next 3years

Business Impact: Low

Organizational -.- Supply-chain
e\ =
Biggest Risk Biggest Risk
Employeesnot effectively Potential keak of our data held by
755 implementing what they learned N

Magnitude: More severe &
more likely to occur.

Timing: In the next 6 months
Business Impact: High

/
(" Action Plan to address the )
biggest risk:
Promoting cyber resilience
\_ awareness with new campaigns Y,

Action Plan to address the
biggest risk:
Working with vendors to ensure
adequate cybersecurity state
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GOVERNANCE: Cyber Risk Metrics

P ob

Law & Reputation&  Competitive
legislation Customer trust ~ positioning

V /o

Executives &
business leaders

-_ g ol
Shifting
priorities Business strategy
K Cyber risk management strategy

Decision making (6 ) ( % ( p= ) (9 6)

Adversary Staff base Suppher base

T buse

** Emerging incidents

Grounded in Control
Theory and System
Dynamics

& document analysis

over multiple years

» Used at Fortune — 500

* +1500 hours of interviews

* Validated & back tested

company on wide range of
strategic cyber challenge
« Contributed to commercial

Kyber range developmery
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Cybersecurity at
ORGANIZATIONAL: Cybersecurity Culture Model ==
LT
MIT Sloan
External Influences
Values, Attitudes and Beliefs
Leadership Level
Regulations
Ioo Management || IooManagement || Top .
e
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Group Level lob:related
Managerial Mechanisms ‘WH Teamwork H I/ Business ‘ “ Behavior
Qrerelated
- ' - s s mm s mm r mm r mm s s mm s mm o mm r mm o mm Cybersecurity
‘ Fevre ‘%‘fm Individual Level Behavior
Evaluation Bunishments Efficacy
cyb ity Qreanizati
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MANAGEMENT: Cybersafety (“the rest of the story”)

Equ, FAx today announced a cybersecurity incident potentially

impacting approximately 143 million U.S. consumers. Criminals exploited a U.S. website

application vulnerability to gain access to certain files. Based on the company's

investigation, the unauthorized access occurred from mid-May through July 2017.” *

« How did it happen? M

* Oops. Oh, well. Failure to patch two-month-old bug led to

* Fixed now. massive Equifax breach

L N (0] p ro b I em. Critical Apache Struts bug was fixed in March. In May, it bit ~143 million US consumers.
* In reality,
one mistake is not enough for a successful breach.

DAN GOODIN - 9/13/2017, 11:12 PM
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EQUIFAX
HIERARCHICAL
SAFETY
CONTROL
STRUCTURE
With Control
Loops Identified

We identified
19 control
failures at all
levels of the
organization!

’ Federal agencies (FTC, Payment card brands
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LEVEL 1 — Intrusion Detection and Prevention Process (IDPP)

‘ Information Security (IS) team

SSL certificates expired in November 2016

Tasks and
configurations

Security alerts

e |DPP was “blind” for almost nine months
(until July 29, 2017, after the breach)

E l‘

External
user/system

Internet

Known issues with the manual SSL certificate

Intrusion Detection and
Prevention Process (IDPP)

priority....

SSL visibility appliance

Router

=
>

Traffic analyzer

Equifax
internal servers

update process since 2016, but it was not a

* We identified 18 other
control failures at other
levels of the organization!

* The incident cost Equifax
over $1 billion!
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IMPACTS ALL FOUR: New Cybersecurity Regulations

New: Tracking over 170 new regulations ...

Common components ... 11. Internal Protocols and Practices for
1. Required Software Bill of Materials Cybersecurity Hygiene
(SBOM ) by CISA 12. Risk Assessment and Management
2. Restrictions on Paying Ransomware| 13. Operational Resilience Regulations
3. Require "Secure by Design" 14. Cross-Border Data Transfer Regulations
4. Data Governance 15. Cybersecurity Governance and
5. Required Incident Reporting Leadership
6. Information Exchange 16. Cybersecurity Whistleblower Protection
.. . Regulations
7. Critical Infrastructure Protection - .
8. Supply Chain 17. Regulations on Cybersecurity
Preparedness
9. Data Privacy . . .
. . 18. Cybersecurity Regulations for National
10. Cybersecurity for Emerging Security and Public Safety
Technologies .
13
Opportunities for Collaboration with CAMS
* Many more projects ... new ones being formed all the time.
* Tremendous mutual benefits from collaborative research.
* Talk to any of us about opportunities: Stuart, Michael, or Keri
* Be sure to look at the posters for examples of current
projects.
14
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