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Background Assumptions:

HHTHT
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Boards have oversight and fiduciary responsibility to
help organizations make better business decisions
and manage business risks.

Since we cannot be 100% secure, organizations need
to invest in being cyber-resilient. Protection is part
of resilience but resilience is more than protection.

Most organizations focus their cyber resources on
cyber protection not cyber resilience. So, their
boards are also focused on protection.
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Audience Participation Gty
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What would you report to the board if
their focus was cyber resilience, instead
of cyber protection?

Would you report something different
than you report today?
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Board Reporting is Often Focused on the Wrong <.y
Information

T
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Reporting covers too (|
much technology

and not enough

Reporting is on
protection not on
resilience

business context
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Our Research Project Asked this Question: "=
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What is the appropriate information for
boards to receive to execute their
oversight responsibilities and ensure
their organizations are cyber resilient?
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Our Research Project Asked this Question: "
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What is the appropriate information fo:'r

boards to receive to execute their
oversight responsibilities and ensure
their organizations are cyber resilient?

Our research resulted in a board-level

balanced scorecard for cyber resilience
(BSCR) |
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Research Process:

!

Problem Redefinition
based on early findings

BB Survey Design and
Data Collection

B
! B
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-/. Revised Survey Design
@?a based on new problem
definition
= Data Analysis and
Early Findings
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Developing a Balanced Scorecard :

Balanced Scorecard for Cybersecurity Resilience

-

Financial Assessment

| -

Four Quadrants Based on Business Context

Resilience '

Technological Assessment

J
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Supply Chain Assessment
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Organizational Assessment
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Developing a Balanced Scorecard : Each Quadrant Reports the

Biggest Risk and What We Are Doing About It.

Balanced Scorecard for Cybersecurity Resilience

Financial Assessment

Technological Assessment

\

J

Resilience

Assessment

Organizational Assessment

Supply Chain Assessment

\

GYR (Stoplight)

4

Indicator
(Red is negative, Green is
positive)
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Balanced Scorecard - Crbereatty cf
Each Quadrant Assessment has Three Components —m
Financial [ Biggest Risk ) MIT Sloan
e Loss of market momentum dueto
‘- increase possibility of solen IP
[ Magnitude: Highly severe &
| — more likely to occur.
Timing: In the next 1 year
/ \_ Business Impact: High
e Ja
 — Action Plan to address the
N/, biggest risk:
Investigating IP Insurance
o J

(coming from Operational
Leaders Assessment)
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Developing a Balanced Scorecard : Conceptual Framework

Financial [~ Biggest Risk B Technological ( Biggest Risk
Loss of market momentum due to Vulnerability testing &
increase possibilty of stolen IP compliance not automated
Magnitude: Highly severe & Magnitude: Lesssevere &
more likely to occur. less likely to occur.
Timing: In the next 1year Timing: In the next 2 year
\_ Business Impact: High Y, 50% L Business Impact: Medium
o ( Action Plan to address the ) Action Plan to address the |
G biggest risk: biggest risk:
Investigating IP Insurance Bringing on new system to automate
\_ - vulnerability testing )

Resilient
[ )
Organizational \ @ Supply-chain

( Biggest Risk g ( Biggest Risk

Fmpbv .not eﬁect'rvewl I Potential leak of our data held by
_— !mp lementing wr_ﬁ_t they learned vendors
n aua.renastralnlrg Magnitude: More severe &
Magnitude: Lesssevere & less i
likely t more likely to occur.
" e[y © occur. Timing: In the next 6 months
Timing: In the next 3years . .
. Business Impact: High X
Business Impact: Low Cybersecurity at
b < —_—
" Action Plan to address the ) Action Plan to address the —_—
X N 25% bi + risk: e
bigest sk =  biggest s T
Promoting cyber resilience Working with vendors_to ensure m
\_awareness with new campaigns ) adequate cybersecurity state M oa
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Qualitative Assessment Reports the Biggest Risk and What b
We are Doing About It T
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Financial [ Biggest Risk

Loss of market momentum dueto

increase possibility of solen IP
Magnitude: Highly severe &
more likely to occur.
Timing: In the next 1 year
Business Impact: High

\\
30% a I
8 Action Plan to address the
biggest risk:
Investigating IP Insurance
Biggest Risk: C-level

/ leaders share what they
Qua”tative Action Plan: C'Ievel see as the b|ggest risk to
leaders share what their plan is to organizational resilience.

address this risk.
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(the spaghetti diagram)

View: Level 1

Boards of Directors

Board Level Objective: Discussion on
J / Drganizati Supply Chain Financial FlEzmEmm s
chh}lplog} (,)1ga11}g¢1t1()11a1 SUPPIy I A1 s tis bigeetfidk
Resilience Resilience Resilience Resilience

View: Level 2

Target Audience: C-Level
Objective: To guide
cybersecurity strategy by
showing metrics on key
performance goals. Similar to

ecure
Parmels &

Protection
of Assets

€yber Technology
Relative in the

industry NIST framework
Manager Level
View: Level 3
Data Failed Login Phishing Test Penetration of Costof data |(Data breach cost £ .
Protection Attempts Success Rate | | Data Security Iy e Talcget.Audlenee. Managers
Readiness Training (direct costs) Objective: To provide
De(ecnon of onduct Securi ost controls, m_etncs detailed
"‘gh ik by Awateness cybersecurity reports to CISO
access Training
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Target Audience: ers |OC]

Stoplight Indicator Reports Quantitative Informatmencur.w

=}
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Example of the Financial Resilience Information Flow To ¢,
Stoplight Indicator

High Level view aggregated from the levels

Board Level

Resilience entire organization

C-Level
‘Awareness
Level

Cyber Technology
Relative in the industr

Manager Level

Early detection and Detection of high-
faster response risk data access Managerial metrics might come from the CISA Cybersecurity
Performance Goals (CPG) or other metrics framework
Automate vulnerability already in use by operational cybersecurity managers.
testing and compliance
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C-level metrics might come from NIST Framework

ﬁ or other framework already in use by executives in

the organization.

Identify

Vulnerabili
Budget
Request

Financial ﬁ below providing cyber resilience of the MITS|OG

bersecurity at
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We'd like your feedback : Discussion Questions for Cybersecurity af
Today —
I
MIT Sloan

1. How do you define cyber resilience? Does your Leadership team or Board
talk about resilience (or just protection)?
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We'd like your feedback : Discussion Questions for Cybersecurity af
Today
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1. How do you define cyber resilience? Does your Leadership team or Board talk about
resilience (or just protection)?

2. What is the best information for the Board to have to provide oversite of operational
leaders plan for cyber resilience?

3. What are the main business areas of cyber risk? We included financial, technical,
organizational, and supply chain. What else would you suggest we include?

4. Please provide addition ideas and feedback on the balanced scorecard.
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Thank You

For further questions reach out to:

mridula@mit.edu
kerip@mit.edu
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