C A M Cybersecurity
at MIT Sloan

CAMS Rapid Response Sessions: Emerging Technologies, Quantum & Al in Cybersecurity
November 12-14, 2025 | Virtual via Zoom

Event Overview

To help our community stay current and connected, the CAMS Rapid Response Sessions bring
together MIT researchers, indusiry experts, and policy leaders for a three-day, members-only
virtual series. These sessions provide timely insights and shared leaming across the CAMS
network, focusing on how emerging technologies are transforming cybersecurity strategy,
resilience, and governance.

This program explores the convergence of Al, quantum computing, and cybersecurity, and
what these shifts mean for organizations seeking to anticipate risk and build adaptive
capabilities in real time.

Program Overview

ﬁ\/ednesdoy, November 12 | 10:00 a.m.~12:00 p.m. ET
Supply Chain Cybersecurity in the Era of Emerging Tech

Panel with Dr. Ranjan Pal & Panelists from Gallagher Re, Liberty Mutual, KPMG and MITRE

Thursday, November 13 | 10:00 a.m~11:30 a.m. ET
Al-Driven Cybercrime and the UN Cybercrime Treaty: What Executives Need to Know
Featuring Stuart Madnick and Angelica Marotta

Friday, November 14 | 10:00 a.m.~11:30 a.m. ET

How Al Shapes Cyber Risk Management

With Sander Zeijlemaker and Matthew Gardiner

Followed by breakout discussions on Al and cyber risk management /




CAM

Cybersecurity
at MIT Sloan

About CAMS: The Cybersecurity at MIT Sloan (CAMS) team advances research, education,
and collaboration across academia, industry, and government. CAMS convenes a global

network of executives, scholars, and policymakers to address the evolving challenges of

digital security, organizational resilience, and technological change.

Meet the Directors of [CAMS| Cybersecurity at MIT Sloan

Founder & Director Stuart Madnick

Stuart has been a faculty member ot M.ILT.
since 1972. He has served as the head of
MIT's Information Technologies Group for
more than twenty years. During that time the
group has been consistently rated #1 in the
nation among business school information
technology programs. He has also been an
affiliate member of MIT's Laboratory for
Computer Science, a member of the
research advisory committee of the
Infernational Financial Services Research
Center, and a member of the executive
committee of the Center for Information
Systems Research.

Co-Founder & Director Michael Siegel

Michael is a Principal Research Scientfist,
MIT Sloan School of Management; His
research focuses on the management,
strategy, fechnology, and organizational
issues related to cybersecurity with specific
interest in vulnerability markets, cyber risk
management, dark web business models,
loT endpoint security, vulnerability
management, cybersecurity workforce
development, and educating management
in cybersecurity. With over 37 years at MIT,
he has published extensively on
cybersecurity, Al, and information sysfems
strafegy.



C A M Cybersecurity
at MIT Sloan

Rapid Response Session: November 12
Panel on Supply Chain Cybersecurity in the Emerging Tech Era

Panel Summary: Al and quantum are emerging fechnologies turning supply chain cybersecurity from [T
and OT hygiene info a board-level liability. They are forcing business executives to fund crypto-agility,
verifiable provenance, and hard vendor accountability across every supply chain link. Join a candid
conversation with Dr. Ranjan Pal of MIT CAMS and a panel of business leaders from Liberty Mutual,
Callagher Re, MITRE and KPMG on how Al and quantum are reshaping supply chain cyber risk and
its management. Listen to experts discuss extremely timely issues such as the "harvest now and decrypt
later" ticking time bomb quantum challenge for supply chain ecosystems. Similarly, leamn about the
data and third-party Al model pipeline integrity challenges that makes enterprise applications leak
sensitive customer data and hallucinate on critical supply chain services - and much more... Gain
exclusive cyber risk management insights and actfion itfems on such challenges from technology
management leaders, insurance experts, and cyber for crifical infrastructure pundits.

Panel Moderator (MIT)

Dr. Ranjan Pal: Research Scientist at MIT Sloan and cybersecurity
expert with CAMS. His work focuses broadly on addressing enterprise
and supply chain cyber risk and resilience management issues using
methods from computer science and operations research. He is an invited
member of the VWorld Economic Forum's cyberresilience working group
and pioneered quantitative models for cyber insurance market
sustainability. Pal has advised corporations and governments on cyber
risk and published nearly 100 articles across academic and business

media outlets. His work has received multiple best paper award
nominations, and he serves as an Associate Editor of the ACM
Transactions on Management Information Systems and is a member of
the program committees in the Winter Simulation Conference and the
ACM SIGSIMPADS conference.

Panel Co-Curator Dr. May Almousa: Postdoctoral Fellow, CAMS, MIT; Assistant
Professor, College of Computer and Information Sciences [PNUJ; Leader
of the Information Security frack at the PNU Al Center. Her research
focuses on cybersecurity, artificial intelligence, and data science.



Panel Members

Jon Hawes: has worked as a security leader in industries including
Energy, Media, and eCommerce. Prior fo running in-house functions, he
worked at security technology, consulting, and media startups where he
built and ran product management, marketing and sales functions. As

a Principal Cyber Security Consultant at Liberty Mutual, he combines
his commercial and security background to partner with underwriters on
risk assessments and provide insights to insureds on topics that range from
changes in the threat landscape to emergent best practice for managing
low frequency, high impact risks.

Katrina Hill: is a Cyber Security Consultant at Gallagher Re,

where she leverages her unique cyber expertise to benefit the reinsurance
industry. She focuses on translating cyber risks info actionable insights
and advising on strategic measures to reduce these risks, ensuring that
Callagher Re clients is better prepared to face the evolving landscape of
cyber threats. Prior to Gallagher Re, she was at Accenture where she did
six years in Incident Response consulting.

Jim Wilhelm: is a Principal in KPMG's Advisory practice, bringing
extensive experience in guiding organizations through complex
cybersecurity and transformation inifiatives. Based in Philadelphia, Jim
works closely with clients to deliver strategic insights and practical
solutions that drive resilience and growth. Known for thought leadership
on topics such as cybersecurity, Al, and digital identity, Jim regularly
collaborates with senior executives to navigate emerging challenges and
opportunities.

Edward Y. Hua: most recently worked as lead Simulation Modeling
Engineer at The MITRE Corporation's Department of Human-Centered
Research & Development. In addition to several projects that he has
worked on that span a number of federal departments and agencies, he
has served as the Principal Investigator of several research projects
funded by the MITRE Innovation Program. His areas of interest include
wireless networks, Digital Twin, Simulation and Al, and Supply Chain
Management, and has published several conferences and journal
papers.



C A M Cybersecurity
at MIT Sloan

Rapid Response Session: November 13
The UN Treaty on Cybercrime: Connections to GDPR and Al

Presentation Title: "AFDriven Cybercrime and the UN Cybercrime Treaty: What Executives
Need to Know"

Presentation Summary: The rapid surge of Aldriven cybercrime is fransforming the cybersecurity
batilefield, creating new, complex threats that traditional laws struggle to contain. Join

Dr. Angelica Marotta and Dr. Stuart Madnick for an eye-opening exploration of the UN Cybercrime
Treaty, the world's first global legal shield against Alenabled affacks like deepfakes, voice-cloned
phishing, and autonomous cyber assaults. Discover how cybercriminals exploit cutting-edge Al, why
current frameworks fall short, and what executives must do now to protect their organizations. Gain
exclusive insights, realworld case studies, and actionable strategies to a step ahead in this high-stakes
digital arms race. Don't miss this essential briefing to future-proof your business in an Alpowered world.

~ Stuart Madnick: (Founder of CAMS) has been a faculty member at
M.IT. since 1972. He has served as the head of MIT's Information
Technologies Group for more than twenty years. During that time the
group has been consistently rated #1 in the nation among business
school information fechnology programs. He has also been an affiliate
member of MIT's Laboratory for Computer Science, a member of the
research advisory committee of the Infernational Financial Services

Research Center, and a member of the executive committee of the Center
for Information Systems Research.

Angelica Marotta: Dr. Angelica Marotta is a cybersecurity researcher
affiliated with the Cybersecurity at MIT Sloan (CAMS) program, where she
has been an active member since 2018. She holds a PhD in Cybersecurity from
the University of South Wales (UK] Her research focuses on cybersecurity
regulatory compliance, organizational culture, Al applications in healthcare, risk
management, and cyber insurance. Her work has received international
recognition, including Best Paper Awards at IACIS Europe 2021 and IACIS
2025. In addition to her research contributions, she is the founder of AM
Academic Consulting, through which she advises leading organizations and
healthcare innovators on complex cybersecurity and Al challenges.




C A M Cybersecurity
at MIT Sloan

Rapid Response Session: November 14t
Sander and Matthew Presentation and Breakout Rooms: How Al Shapes Cyber Risk
Management

Presentation Title: "How Al Shapes Cyber Risk Management"

Summary: As digital fransformation connects smart cities, e-health, and Industry 4.0, organizations are
facing unprecedented complexity, inferdependence, and exposure fo cyber threats. In this context,
artificial intelligence (Al) is not only fransforming how cyber risks emerge and evolve but also challenging
fraditional approaches to managing them. This virtual session brings together representatives from science
and business to explore how Aldriven dynamics both enhance and destabilize security postures. Through
expert dialogue and breakout discussions, participants will collectively rethink how cyber risks are
managed, exploring new governance models, investment priorities, and insfitutional strategies for
resilience in an Alpowered world.

Sander Zeijlemaker: is a strategist, consultant, and writer who specializes
in the predictability and understandability of dynamic, complex, and
strategic decisions. He has spent his career advising policymakers and
business leaders in the fields of infernational strategic IT operations,
business change, and global cyber risk. Speaking to audiences around
the world, he provides unique insight into the dynamic and complex
nature of cyber risk. He is a research affiliate at the Massachusetts
Institute of Technology, an agenda contributor to the World Economic
Forum, principal research director at Z-CERT, and owner of Disem
Institute.

Matthew Gardiner: is a Fellow Analyst at KuppingerCole and is focused
on cybersecurity and IAM. He has more than 20 years of experience as a
product manager and security strategist covering IAM, federated SSO,
SIEM/SOAR, Saa$ security, as well as network, web, and email security
systems. During his time as an executive with multiple security vendors,
Matthew led projects in product strategy, new product development,
pricing & packaging, competitive positioning, market and threat research
and other areas of gotomarket execution. Previously he was a cofounder
and president of the federated security industry consortia, Kantara

Initiative. Matthew has a B.S. in Electrical Engineering from the University
of Pennsylvania and an S.M. in Management from MIT Sloan.



