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Abstract 

In an interconnected digital society managing cyber risks becomes a precondition for driving an 
organizational strategy. In this space managing suppliers is essential to remain resilient to cyber 
threats. As the updated Network and Information Security Directive (NIS2) pushed cyber risk 
management to the board room, this article provides three essential actions management boards 
need to take to manage supplier risks under NIS2. 

 

Today’s modern and interconnected society is increasingly dependent on the internet and computer 
technology. Advanced technological innovations like cloud computing, artificial intelligence, machine 
learning, the Internet of Things, robotic process automation, and digital twin technology are being 
increasingly integrated into businesses and organizations. Concepts like smart cities, Industry 5.0, e-
health, smart grids, and the Fourth and Fifth Industrial Revolutions play increasingly predominant roles 
in our day-to-day lives and society. 

However, this societal digital transformation also has downsides: persons, organizations, and society 
are becoming increasingly susceptible to cyber threats. Unfortunately, the inevitability of human 
behavioral limitations, imperfections in security-boosting technology, increasing multi-supplier 
dependencies, and adversarial evolution guarantee that organizations will regularly face cyber threats.  

Currently, large organizations have a 25% probability of experiencing a cyberattack,1 with an average 
remediation cost of 4.8 million dollars. Defense failures account for 53% of these attacks, while 
unintended control lapses cause 47%.2 Yet, the larger societal impact of these cyberattacks is of even 
greater concern. Such impact, through supply chains, can be 19 to 400 times higher than the cost 
suffered by the individual organization.3 Unfortunately, only 27% of supply chains are regularly 
monitored and evaluated by their customers.4  

Overall, this underscores the importance of governing and overseeing a cyber risk management 
strategy, especially from a supply chain perspective, a very significant precondition for any successful 
digital business or organizational strategy. 5 6 7 

Cyber risk management enters the boardroom through NIS2 

This significance of cyber risk has prompted governments to push cyber risk governance to the 
boardroom. Consequently, the European Union has issued the new Network and Information Security 
Directive (NIS2). NIS2 focuses on protecting critical infrastructures and adopts a supply chain 
perspective. Organizations are categorized as critical or essential infrastructures and hence are 
obligated to ensure the security of their operations. Through a supply chain focus in NIS2, their 
suppliers can be subjects as well. Non-compliance with NIS2 can result in significant consequences for 
organizations, comprising fines up to 10 million or 2% of global revenue, personal liability for board 
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members, or temporary management bans.8 Under NIS2, security is no longer an option but a 
necessity. 

The core principles of NIS2 are: 

• Duty of care: This is a risk-based approach to secure critical processes and systems, coupled 

with established plans and procedures to mitigate the effects of materialized cyber threats. 

Such plans include incident response, disaster recovery, business continuity planning, and 

crisis management.  

• Incident reporting: This is mandatory reporting within 24 and/or 72 hours if cyber events 

disrupt critical or essential product or service delivery to national CERTs, e.g., CERT-FR9.  

• Supervision: Critical organizations can be audited for NIS2 compliance before and after a 

cyber threat materializes, while essential organizations can be audited after such a breach. 

The issuance of NIS2 is timely. Supply chain attacks are expected to triple by 2025 compared to 2021, 
with associated global annual damages expected to shoot up to 138 billion dollars by 203110.  

NIS2 implementation poses challenges to the organization 

NIS2 implementation is easier said than done as managing cyber risk is very challenging. It involves 
prioritizing, budgeting, and resourcing cyber risk efforts in a constantly changing environment with, for 
instance, evolving adversary tactics and skills, shifting organizational priorities, changing organizations 
– in terms of people, processes, technology, and suppliers –, emerging security events, etc11. This makes 
governing and overseeing cyber risks very difficult, requiring sufficient board attention,12 especially as 
governance and oversight are critical preconditions for securing organizations13. 

Simultaneously, implementing NIS2 will require organizations to put in more effort to enhance their 
defensive capabilities. However, they will also face challenges due to a shortage of qualified security 
resources. For example, the USA currently has approximately 750,000 job openings in this field14. 
Europe likely faces a similar situation. Therefore, achieving effective ongoing workload reduction 
becomes essential. Automation and the realization of economies of scale are critical to establishing a 
security architecture that is prepared for the future.  

Overall, the implementation of, NIS2 poses challenges for organizations. This raises the question: what 
steps can organizations take to address these challenges? 

Three essential steps for managing your suppliers under NIS2  

To overcome these challenges, organizations need to take the following actions:  

1. Have a business, operational, and financial understanding of materialized (supplier-

induced) cyber threats that impact your service and product delivery. This requires a clear 

understanding of how your business strategy relies on technological solutions today and in the 

future, a clear understanding of your sourcing strategy (what solutions are supplier-dependent 

and which are internally managed), and a clear understanding of the susceptibility of these 

technologies to the ever-evolving cyber threats. As organizations struggle with limited budgets 

and resources, it is crucial to translate the impacts of these cyber threats into consequences for 

business, operations, and finance. Cyber risk quantification tools can help by making threat 

mitigation efforts comparable to other strategic business investment options.  
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2. Mature the capability to evaluate and monitor your supplier landscape. A common approach 

to evaluating and monitoring suppliers involves using supplier-oriented questionnaires to 

assess their state of security and compare it to the defenders’ own security policies and 

strategies. This is supported by monthly service management meetings between the defender 

and its supplier to address security gaps and monitor cyber risk through (semi) annual 

assurance statements (e.g., ISAE 3402 or SAS 70). Unfortunately, this approach is labor-

intensive and reactive, failing to address the challenges mentioned earlier.  

However, technological evolution currently enables organizations to scan the internet for 

supplier presence and provide near-real-time15 insight into their security state16 through 

software-as-a-service solutions. This view is limited by and outside in view but also reduces 

the labor intensity of supplier management processes. This evolution continuous because in 

the age of artificial intelligence and machine learning, futuristic approaches may use 

simulation-aided techniques to change this near-real-time insight into forward-looking 

predictive analyses, providing insights into the future security state of suppliers17. These new 

technologies to monitor the supplier landscape reduce effort, provide clear transparency, and 

enable more timely interventions.  

3. Embed resilience in the ecosystem.  

Embedding resilience in the ecosystem helps organizations minimize the impact of cyber 

events and maintain the delivery of products and services even under difficult circumstances. 

However, this requires a system-of-system approach and collaboration at both 

operational/tactical and strategic levels between organizations.18 19 At a strategic level, 

organizations should participate in public-private partnerships that foster resilience, create a 

strong network of organizations that can help one another (during cyber threats, competitors 

can become colleagues), and share best practices in cyber risk governance and supplier 

management. National and international initiatives like Campus Cyber in France create such a 

forum for formal and informal exchange.20 At the operational/tactical level, organizations 

should share information, such as threat intelligence, incident updates, and post-mortem 

reports. They should also provide timely support and cooperation, harmonize response 

procedures and communication through joint exercises and red-team tests, and explore 

alternative ways to deliver services and products. Embedding resilience also entails 

reimagining the supplier-customer relationship across the value chain.  

 

Conclusion for the Board of Directors 
 

On board level, this needs to be monitored and supported through structured questions on the 

strategic and operational advancement of the directive’s implementation. Ideally, tools should 

help boards to be updated in real-time on the risk situation and in turn adjust any changes to 

the organization’s risk appetite. This requires a holistic assessment of the information values 

that exist inside the organization that require protection and guide the selection of risk 

management and security measures. The value of intellectual property, for example, lies in its 

confidentiality. Any risks to core IP should be either avoided or mitigated. An appropriate 

mechanism for ensuring confidentiality of data may be strong encryption, aligned with the 

overall company architecture. The board must be informed about the value at risk, financial 

consequences, hence impact on the business in case of failure, and the maturity of matching 

mitigation measures. In particular, looking at 3rd party risks, these are not always obvious and 

therefore should be assessed in a category of its own. Besides contractual measures, 
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companies possess the possibility to audit as well as insure against such risks, again depending 

on their ability to quantify the losses a business disruption or loss of data would mean to the 

organization. When looking at risks, organization’s should also perceive the opportunity. The 

intention for NIS2 is to create resilience for the economies in Europe. The objective of the 

reporting to coexert responses to attacks cross industry and beyond national boundaries 

creates a platform for improving the trust of all market stakeholders and hence supports the 

further digitalization and efficiency of the business. 

  

 


