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Identification and Mitigation of Cyber Vulnerabilities
in Industrial Control Systems using a System Theoretic
Design Approach

Shaharyar Khan, Fellow, MIT System Design & Management

Motivation — Personal Experience

Project Engineer at a nuclear power
plant

9 Plant air-gap breached inadvertently, to
get facility up and running

e Availability and Reliability >> Security

oductio Method Use-Case LEALNES Conclusion
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C|aSSGS Of PhyS|Ca| Da mage Mechanical Equipment typically doesn’t like

sudden changes in state
- Stuxnet
- Overspeed in turbines

Exploiting unused/unknown functionality

of off-the-shelf components

- Forinstance, ability to operate a motor in
reverse via VFD

- Ability to update Safety . . "
Latent
Controller settings remotely Functions ordg:w?f (Zperatlons 1S crltlcal A
- iller Compressor must never be
. . L . operated before lube oil is at
Exceeding Design Limit Capacity Attack correct temp)/pressure
- Sending too much gas/fluid - Green light for cars and
TaXO no my pedestrians should not light at the

through a compressor
- Overheating/melting of cables

same time

Resigpice Instability in elec/mech systems
when applied frequency =
natural frequency

} - Burning motors by running at
critical frequencies > VFD
ﬁ - Water Hammer in pipes 5

Cavitation in Pum ps " " “Inspired by Marina Krotofil’s Madrid Workshop
ntroduction Method Use-Case Key Insights Conclusion ttps://wwwcci-es.org/documents/ 10694/124308/Madrid_Workshop_2014_p1_L.pdf/sTeal6de-edc2-4126-
0

Manipulating operating conditions
to reduce component life -

- Non-uniform cooling of turbine
shaft 2 mechanical vibration

© 2019 Cybersecurity at MIT Sloan — Confidential & Proprietary

Examples of Physical Damage Cyber-Attacks

UKRAINE POWER GRID

AURORA VULNERABILITY STUXNET

" 7PN pifferent mechanisms
employed with similar
devastating effect!

- From “Identifying and Mitigating Cyber Attacks that could cause
Physical Damage to Industrial Control Systems”, Angle. M et. Al Introduction Method Use-Case Key Insights Conclusion
http://webapitsegylersectinl e wnT SRIZOLIEbARStIntial & Proprietary
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New Ground Realities

o If targeted, you will be compromised Cyber-hygiene only protects you against
non-targeted attacks

| o © o :‘
Critical Infrastructure Control Systems are Control Systems are becoming increasingly

designed to meet engineering requirements, complex, coupled and software-dependent
NOT security requirements

Key Insights Conclusion 5

Coping with Complexity
@ Analytic Reduction — Traditional View
@ The assumptions DO NOT always hold in our

- Tightly coupled X B e By enon,
. . i PR ANTIVIRUS S0FTWARE  ETC.
- Software intensive s /A aD N T

Complex
Socio-technical
engineered systems

o .
WO NS OTRMMM BRSO T NHOI #0012

© Need a new theoretical basis
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Research Vision

“To develop software tools based on the Systems Theoretic

Design Approach for operators to identify critical cyber-
vulnerabilities and mitigation strategies in energy systems.”

Two-Step Plan

0 Formalize the System-Theoretic Design Method by applying to real-world
use cases

¢ the MIT Central Utilities Plant

e Develop software tools to assist operators to conduct such analysis

Systems-Theoretic View of Cybersecurity
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Systems-Theoretic View of Cybersecurity

. @ (2 = O
— ) Ll

OISCONNCCTION ~ INTCRCONNECTEDNESS LINEAR CIRCULAR SIL0§ EMERGENCE

@ %O %

panTS WHOLES (NOLYSIS ~ SUNTHESIS (SOLATION RILATIONSHIRS

https. dl ign/tools-for-systems-thinkers-th -of-systems-thinking-37:
42784004039d9717d.pdf 9

Introduction Method Use-Case Key Insights Conclusion
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Example of Infrastructure Interdependencies

ety L RACHTIS S

<= o FareporL
Shipping

Fuel for Generators,
___Lubricants

g Transpor-
P tation

L FuelT .
o Tnapont,
"Eo;v-e_r-!Sr“‘\_‘
Power o ump Siraie, Convo 4

Power for Pumping
& Stations, Storage,
*~.. Control Systems
- Rl

-
i

SCADA,

Communications

b1b7/d1e0bb39b

00c3592373427840403949717d,pdf 1 ()

i M d - "
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STAMP (System-Theoretic Accident Model & Processes)

STAMP Accident-Causality Model

H . Traditional h d
o Accident-causality model Hc et
based on Systems Theory, fictidents on a narrow, static,
developed by Dr. N. Leveson ppents el

. . . STAMP considers
e Alternative to Chain-of-Failure Patterns of Beha S ek bes
events model (Swiss cheese, — ‘dynamic control
i problem’, not a
dominos etc.) '- tm onal Cont ‘failure prevention
" . . Increasing ability “"S¢ d problem’, emerging
e All engineers are trained to influence and from violation of
wrong because they are learn o aafetyifid scatity

constraints. This
enables a deeper
understanding of
structural and process
flaws resulting in cyber
vulnerabilities.

trained to think in terms of the
statistical independence of
events” — Dr. S. Madnick

11

2019 Cybersecurity at MIT Sloan — Confidential & Proprietary Introduction i JseCase KEV InSIEh‘S Conclusion

STAMP-based Methods

o CAST - Causal Analysis using
Systems Theory

9 STPA - System-Theoretic
Process Analysis

Backward STAIMNP Forward

Locking Leaking
< /
\

e STPA-Sec is a vulnerability
analysis method based on
STAMP that focuses on Security

12
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Introduction to STPA-SEC

Controller
G Goal: Design an effective ‘Control’ Controling emergent propertes
e.g., enforcing safety/security constraints
structure that enforces the system (08, e Ihycontrainte)
/ i . , ndividual component behavior
Securlty Constraints Component interactions
e ‘Control’ could be enforced: Bt Bora il
- through design (interlocks, fail- i SR
safe design) Process .= m
- m
- through process (procedures etc.) ."/ [ ] ‘|
. I:I )
- through social controls \ Process components interact in //
(regulatory, culture, insurance “_directand indirect ways
etc.)
e <o et e 06,1107 CReoE Serina seveson
13
©.2019 Cybersecurity t MIT Skoan — Conjidentiol & Propristary Introduction Viethod Use-Case Key Insights Conclusion
STPA-Sec Methodology
Step 1
- System — Fire Sprinkler System
- Loss — Building catches fire Fy
%r Step 1 - Hazard - Fire is not suppressed in time
Define Purpose | St€P 2 =
of Analysis - Controller detects smoke T
& - Controller decides to fight the fire by " g "'I
Step 2 m activating the sprinkler ————
ode Funciono ==
* Step 3 - Control action to start sprinkler system is delayed after
A Identify Unsafe smoke is detected
Control Actions - Hazard (Fire not suppressed in time)
Step 4
- Causal Factor: Malformed process model of controller due
Step 4 + g to malicious feedback injection \
dentify L . New Requirements iy
entity 058 - Provide out-of-band control loop (e.g. fire extinguisher)
Scenarios . . . L S
- Fire extinguisher is rigorously maintained

Malicious Actions - Management enforces policy through maintenance staff

14

© 2019 Cybersecurity at MIT Sloan - Confidential & Proprietary Introduction Viethod Use-Case Key Insights Conclusion
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MIT Central Utilities Plant — A Microcosm Energy Facility

E 7’
<4 fo A Commercial , N
=~ B ] Power |
. :
g . !
i oy I
New England | :
Grid | : Electric
| Distribution (7 campus - Rotating Blow Torch
1 : 4 Electric Load
|
Natural Gas | |

T80 1 - ! ' Designed to Run at the
i oS > \ Ragged Edge of
Gas Supply via pipelines 1 ) IChilled Water
: E_l,-
: I

i | Distribution . Self Destruction
| T 0w Conditioning
3 : Heat recovery Tl [T ]
oI N Fuel Oil steam generator Chillers |

. —

! I Hot Water % S (,
Qil Stored on-site ! I Distributio | 1 Heating/
! | Hot Water
! 1
1 Boilers 1
! 1
\ opeas
«_ Central Utilities Plant
SN e e e e e e e e == = -
o q q 15
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Gas Turbine — Basic Operation and Architecture

Principle of Operation

@ =% g— =t = 42
J Simplified Architecture
®

L] >
\ > O | e
i i “ ; ‘g i [ Smcawu i
| ot Gudovanes || e é
® i = v i
: i 1 1 Al
@ i I GCV a':m;:z

H ¥

W
(@ =% —F 5
5 5
. i :
o Compressed air flows from the Compressor to @ — é — “mﬁm ?E g O

the Combustion chamber where it is ignited

LAk Abd

Exhaust gases accelerate the Turbine; the
turbine shaft is coupled to the Generator

By controlling the flow of gas, the speed of the
turbine can be controlled

02015 ypersecurity at MITSoan - Confidential & Popritary Introduction Method Use-Case Key Insights Conclusion
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Step 1: Define Purpose of the System (1)

0 Key Assumption: The system is already compromised

Question to Ask:

(2]

* What is the goal/mission of the system?
* What is the absolute worst that can happen to the system?

* What aspect of the system is the most critical to its ability to

deliver its primary-value function?
* What is it that is being protected?

17
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Step 1: Define Purpose of the System (2)

System-Level Losses

* Control Gas turbine output

L-1: Death, dismemberment or injury to plant personnel

L-2: Loss of equipment (financial/operational)

* Adjusting gas flow to the turbine

System Problem Statement is used to define purpose
of the system

* An automated
turbine controller

Losses are unacceptable conditions from the
stakeholders perspective

Hazards are system states that can result in a system
loss under worst-case environmental conditions

System-level constraints are derived by essentially
inverting the Hazards

© 2019 Cybersecurity at MIT Sioan - Confidential & Proprietary Introduction Method

L-3: Loss of power generation

L-4: Release of environmental pollutants

System-Level Hazards

Hazards Related
Losses
H-1: Turbine is operated beyond normal operational limits (Speed, L-1,L-2,
Temperature, Pressure etc.) L-3,L-4
H-2: Turbine violates correct sequence of operation II:_,JI. ti
Z : : - L-1,L-2,
H-3: Turbine operates without adequately purging combustible gases L3
H-4: Turbine loses situational awareness of its operational environment | L-3
H-5: Turbine does not meet load requirements L-3

18
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Step 2: Model the Functional Control Structure (1)

Controller
Control Process
Algorithm Model
2
g v
2 3
s g
E @
g s
Q

-¢ Controlled Process

2019 Cybersecurity at M Soan - Confidental & roprietary Introduction Method Use-Case Key Insights Conclusion

19

Step 2: Model the Functional Control Structure (2)

Exercise:

Simplified Architecture o What are the key processes being controlled?

................. .{ e : ,
H o e What are the main parts of the system?

Yl Guido Vanos P T é

: v :

= Al

s cov [
Y

Comprassor Turbine

Use the System-Problem Statement, to narrow down the
key parts and processes of the system

- Adapted from Dr. John Thomas’ Basic STPA Exercise, MIT SDM EM.413 Course Presentation 2

© 2019 Cybersecurity at MIT Sioan - Confidential & Proprietary Introduction Method Key Insights Conclusion
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Step 2: Model the Functional Control Structure (3)

o What commands are sent?
Simplified Architecture

9 What feedbacks are received?

m l:m e RETES

Operator

é
i
g
g

N

: ;i i Turbine
@ __=25 — \) @ O Controller
Moter |

Comprassor Turbine
A

L | 1
: Gas Control :
Next: Refine these diagrams to the level of complexity that I Valve |
is appropriate for the analysis L Turbine |
- Adapted from Dr. John Thomas’ Basic STPA Exercise, MIT SDM EM.413 Course Presentation 21
ot MITS| i Introduction Method Use-Case Key Insights Conclusion
Step 2: Model the Functional Control Structure
’W‘
Regulatory Agencios
| [
—— T Lok LEGEND
i =
§§§ it
| Contral Utilities Plant Operations Management |
wv ! =
s il
1] p— ey
Plant Engineer
2 _ R | EE Egg ~
| n b g
o rators i Contraciors o
l 3 s ‘ EE | ]1— §
i £
i
22
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Step 2: Model the Functional Control Structure

“ «Equipment Mainenance
 -Frmware Updates
P Alarm and teul Nsory
H 1 Monitorng

Gas Turbine Control

Control Actions

Feedback

Auxiiiary
Protection Fuel Affecting il Control .
Sywinii Control Shutdown wubeon, ||
System Control NOx, IGV otc.)
st i
§§§§£ 1 —
33838
Turbine Operation (Controlled Process)
23
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Step 2: Model the Functional Control Structure

Control Actions

Feedback

Conclusion

’ Fos  SAY GOV Turbiine (Comiralied Frocess)
Sversiion (Conir eee 24

Key Insights

Method

Introduction
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Step 3: Identify Unsafe Control Actions (3)

o Identify hazardous Control Actions
(o] : Control Actions can be hazardous if they are:
rat NOTE: Control Act be h d\ f they
a) Not provided at a
AB 3 Not ded at all
2 EN] . -
gg £ b) Provided at any time
R Eg c) Provided too soon, too late or out-of-order
v 20
Turbine d) Applied too long or stopped too soon
Controller
A
g g - Action By Control Action Providing Causes Not Providing Causes Too soon, Too late, Stoppgd too soon,
23 Hazard Hazard Out of order Applied too long
§ £ % UCA-1: Turbine Controller
g opens Gas Control Valve
_______ - without permissive function to
1 A\ 4 Turbi o undertake such an action
1 G Contr l I a uz |r|||e C ;:enl vals (violating purge timer, ? ? ?
1 0 1 pebaa CUVELE protection system, system
Val\!e 1 enable, liquid-fuel mode
i : 1 permissive functions etc.)
I Turblnel > [H-1, H-2, H-3]
o 2019 rersel Introduction Method Use-Case Key Insights Conclusion 25
| Opermor [
By analyzing all the inputs required by a controller to i3
make a decision about executing a command, we can E E'g
begin to identify the key process model variables — 8§ i 8 s
| igeimen | COMABCtors "R & e ——=1F.
’ si| o= B
j §
. , EE g é
e Discrepancy between a Controller’s Process Model § E sg ¥ | 2]
and the Actual Physical State can result in execution EE EE 33 gs
of unsafe control actions ik i ggg i
System

e Physical environment is a communication media!

» Components can influence each other even if
their control loops do not communicate
electronically

» ‘Unseen state’ of one component may have
hidden impact

Introduction Method -Case Key Insights

© 2019 Cypersed

!

"'.';55‘5‘&.""@"(:.."’:‘" Contrel Loop

Gas Control Vave/

‘ Gas Turbine Speed/Load

. Gas Turbing Control System _ -veve e

Conclusion

26
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Step 3: Unsafe Control Actions (By Defining Context Table)

Process Model Variables

# Name Values

1 Turbine Sequence Startup | Shutdown

2 Turbine Speed Within Limits | Outside Limits

3 Shaft Acceleration Within Limits | Outside Limits

| a Exhaust Ty Within Limits | Outside Limits |

5 Operating Mode Part-Load | Base-Load

[ Permissive Function Yes | No

7 Fuel Mode Gas | Fuel il | Dual

Context Table
em S i o e e [Provading Casnes Not Providieg Toa Earl, Toa Late, o Appiied o0 kng. .
Varisbles " 2 Mawd  CoserHazed  OutofOrder Sioppedisoseen o
A1 Stan . - o 1 1 o WL WL M
Foaz Soown - - o o 1 o W, W
> Al - O - 1 L] L} 1 HLH3
F LAS = z Ot 1 I I 1 SN
l CAS - Out 1 o o o 1 I
3 A6 . . . Base 0 1 0 [] WE
i CAT - - + - No 1 -] 1 o HLH3
o b Yes O 1 1 1 L] WL HL ML, RS
CAS Oual | 0 1 a 1 L, W2, B, M5

Introduction Method Use-Case Key Insights Conclusion
© 2019 Cybersed

A more systematic and ruggedized approach can
be followed to identify Unsafe Control Actions

» Creating a Context Table

Identifying the Process Model Variables is a key
step in the method

This is where the widely-held assumptions are
challenged

STAMP Accident-Causality Model

ncrtanng bty “3unl
1 iefhatnce and
ieam

27

Step 3: Unsafe Control Actions

- Providing Caunes ot Providing Causes Toa soom, Tao late, Stopped 10 3000,
atard Hasard Out of ordr Apgiied 1o lorg
UCA-1: FACS opers Gas Contrad UCA~4: FACS does not open the  UCA-T: FACS rampn up Gas UCA-10: FACS does not keep
Valve without permisiive Gas Control Valve during firing  Control Vitve too auickly during Gas Control Volve open above
function 1o endertake suchan  sequence {no ignition) Seartup sequerce (eadeg 1o the minsemem valus reguired b
action (ioliteg parge tmer, » [H-5] o L suddon
protection nstem, eyste ] feiection of load o generator
enabie, ligud fuel mode ot (eacing 10 accumedation of
[ —— PR —
WA, 20 (43
UCA-2: FALS opers Gas Coniro] UCA-5: FACS does not open the  UCA-B: FACS opens Gas Control UCA-11: FACS opena the Gas
aive when there is wdden | Gon G chring fonl  Volve, cut-of-order, after Comtrol Vb for b long o
e lows of load or generatos taut, | changeover fow of medulates the fuel rates
Opem Gas Contran | driving the tustine b= overigoed] syeonaation] Ineserectly during funl
E“'l':c‘:" Vaive ondons > [H) {leading tm imesmal
> 1) fire, explonionl
KL W2, 3]

WUCA-6: FACS doms not apen the  LICA-9: FACS opens Gas Control
Walve pricr 1o recenving

Pt minine funtion 10 undef ke
Surh BCtan (Such a1 purge tmer,
protection wyytem, ausilary

tempesatare it (eadeg 16

VRN AU LSO
] wnctronation)

L]

Introduction Method
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o UCAs are control actions that put the
system in a hazardous state

Derived from the context table by

abstracting out common system states

UCA-2: FACS opens the
Gas Control Valve when
there is a sudden loss of
load or generator fault,
driving the turbine to
overspeed conditions
- [H-1]

28
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Step 4: Loss Scenarios

1.a) Unsafe Controller

Behavior i

information
wrong or missing

2.a) Control Path

s
Inadequate Control
Algorithm | Process Model
(Flaws in creation, | inconsistent,
process changes, | incomplete,
hcorrect modification | or incorrect

ot adaption)

Controlled Process

Component failure
o | Changes over time

Controller 2 Process output contribute!

Conflicting control actions
to system hazard

Process input |
missing or wiong

3
Unidentified or out-
of-range disturbance

2.b) Factors related to
controlled process

Introduction Method

© 2019 Cybersecurity at MIT Sloan — Confidential & Proprietary

1.b) Causes of
inadequate feedback

o Hypothesize a loss scenario based on an UCA
Use a CAST type of analysis to work backwards to
determine causal factors

feedback
Feedbadcl)elavse Two type of causal scenarios

- Scenarios that lead to unsafe control actions

=>Scenarios in which control actions are
improperly executed or not executed at all

% Map malicious actions to the causal scenarios
- Command injection or manipulation

-> Feedback injection or manipulation

- Node availability

- Communication delays/drops

29
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Step 4: Loss Scenarios

Control input or
extemal information
Wrong of missing

Controller 3

Controller
Spooted
Controfier
rocess Moo

Inadequate Control inconsistent,

Algorithm incomplete,

(Flaws in creation, o incormet

process. changes,

incorrect modification

o adaption)

Inapprogriate,
ineffective o missing
control actions.

Sending monufactured
control actions.
Overriding legitimate
control actions

Inadequate

Actuators Operation

Incorredt of ho
informaticn provided

Controlled Process

Messurement
Inaccuradies
Detayed operation
Component fallure
Changes oves time Pedekid iyt
TonTicEing conrl acbors
“Trocess ot | [ Trocess output CHhuibutes
MISSING Of Wong o system harard
T Unidentified or out
of-range disturbance

© 2019 Cybersecurity at MIT Sloan - Confidential & Proprietary Introduction Method

o Hypothesize a loss scenario based on an UCA

Use a CAST type of analysis to work backwards to
determine causal factors

e Two type of causal scenarios
- Scenarios that lead to unsafe control actions

- Scenarios in which control actions are
improperly executed or not executed at all

o Map malicious actions to the causal scenarios

- Command injection or manipulation

- Feedback injection or manipulation
- Node availability

- Communication delays/drops

30
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Step 4: Loss Scenarios (CUP Use-Case)

Scenario #1 s X

3 ¥ A%
g8 538
o UCA - GT Controller opens Gas Control Valve when E é§ gt
there is a sudden loss of load or generator fault, 4 4 “a2] |38 fowresssdronass
driving the turbine to overspeed conditions. HEE | DCs F"*r”ﬂ‘““"'"’“
FE
R ES -u
i ; : e | |22
o Loss Scenario = GT Controller interprets correct £ §353| |2 o protectiv Nagll
. < Ezas 4] ystem
feedback incorrectly and opens the Gas Control BEEs| |Ss - ‘
. . . 533 8 £5 Other feedback:
Valve. Protection System is disabled. T83 2 e Dl e F e
Tiime donceton
-Over-speed
. . . . e |g—-Bearing Temperature treocalur
While synchronized to the grid and operating at s > GT Control System X' e e
part- or base-load, generator breaker is § [ ——————— N s Combuston ondor
. . . 5 Acceleration -Generator Fault
inadvertently tripped; GT controller and Protection éﬁ Exbinset Tomperature
Inlet Guide Vane Posiuon
System fail to act to reduce speed. et ok Van Foson.
Gas Turbine Speed/Load
Fuel Control Valve(s) Control Loop S Binmors
. . (Spooed Rato Vb I
Rotational speed of the turbine exceeds safe Gl Contret Vi)
operating limits, causing the main shaft and impeller
wheels to be pulled out by centrifugal force to
catastrophic failure. S| O Power Output [—— e
31
© 2019 Cyber at MIT Sloan — Confidential & Proprietary. Introduction Method Key Insights Conclusion
. Operator
Scenario #2 = :
£z
o UCA - GT Controller opens Gas Control Valve, out of 3
order, after flame-out. § 2] Powse Purchase rom G
B i L -Power Demard
| el § g = -Lifies Frisquancy &Vollaga
. . Col 1 s |
@) Loss Scenario = Controller is reprogrammed to enter ""f“’:"g LNk - N
unsafe state that the protective system is not designed 113 § H 33 GT Protectiv
3% 2 f3% gd Syste
to prevent g2 T gl |85 e
553 B £% Other feedback
E %g = §-§ § % -\aube gi\ T:;T\D;Pvﬁ_ssme
. . 2 5 | 188 | g ommeitr
During a controlled (fired) shutdown of the gas .E.E,QEdZT'?LLTON o
. . e o L] -Bearing Temperature orSnporiure
turbine, the shutdown sequence is modified such that |z chﬂm‘ syetem [ Nozzis ngs %‘;"’ﬁe't
. . N k] L <« -Vibration monitor
after the flame is extinguished, the Gas Control Valve |c  [wee v —_— ombuston Morkor
instead of being closed shut, is opened. 8 pecsowaon Gonoratr Pt
i s venes Poon.
A flammable mixture of gas accumulates resulting in Fu.l._c,,.,,:,,v,w,, B db-b o0 b peactins —=
an internal explosion. (G Gontra vy "
GT Controller — Malformed Control Algorithm
Conrar ol mnountin | G Power Output ‘Priysical Status
. combaustion chambt
Protection System — Inadequate Process Model .
© 2019 Cybersecurity at MIT Sloan - Confidential & Proprietary Introduction Method Key Insights Conclusion
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Step 4: Loss Scenarios (CUP Use-Case)

[ o ]

Scenario #3 1 E%E
UCA > GT Controller opens Gas Control Valve when Eg 5
operating at design temperature limit (leading to a3 ggi

over-temperature conditions)

Pubhcly dlsclosed in Dec 2017, malware known as ‘Triton’ was used to attack
Saudi industrial facility following a similar attack scenario

Malware targeted Triconex Safety Instrumented System (SIS), manufactured Zt2W
by Schnieder Electric

Although the attack failed to materialize, it was intended to cause an
explosion at the mdustrlal plant after reprogramming the safety controllers

(i.e. mcorrect temperature I|m|ts)

GT Controller 2 Malformed Process Model

33
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Engineer out a Solution

“Think like a hacker, but act like an engineer”

- Marty Edwards, former Director, ICS-CERT

34
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New Requirements

Government,
S . )
’ e e,
3 - S,
= Cyber-Incident Response Plan o . Ma?{uatad plan
» Authorize config. changes

J

» Revise SOP for turbine
« Change management to meet ] . F{egular audits to ensure
cyber-safety requirements =
» Resources for crew training

= Out-of-band
feedback for valve position
E-Stop provision

» Like-for-like replacement,
must not violate
cybersafety config.

» Protective System on

separate physical network
= Safety-controllers that
leverage hardware features
(e.g. physical key)

© 2019 Cybersecurity at MIT Sloan — Confidential & Proprietary
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Conclusion

Good Engineering can be Mistakenly Characterized as
Backwards

Lawmakers look to '"dumb down'

smart grid
. 1 |+ — B
. MTA. i " ¥ TECH m CIO BRIEFY g - - m
Senators Want Dumber Tech For Energy Grld v ki

Segt 29-0ct 2 0%
The Mame Margen |
Cybersecurity

-From Idaho National Lab’s Cc

Based Cyber Informed

© 2019 Cybersecurity at MIT Sloan - Confidential & Proprietary

Introduction Method
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Conclusion:
How can we help you, and How can you help us?
Using the top-down Systems Thinking approach:

o Provides a structured method to deal with complexity of cyber-
physical systems

o Enables strategic focus on cyber-vulnerabilities and mitigations
most critical to the success of the organization/mission/system

Using the functional control structure:

o Enables consideration of interactions between organizational,
human and automated controllers in a single diagram

o Enables natural discovery of key leverage points within the system
that can be used to enforce ‘control’ over the system to prevent
hazardous system states

Cybersecurity ot MIT loan - Confdentia & Proprietary Introduction Method Use Case Key Insights

37

Next Steps

STPA-Sec Software Tool

0 Demonstrated the Analysis for a single
controller, for a single control action

e Imagine repeating the analysis for
multiple controllers and multiple control
actions

Contact Details:

shkhan@mit.edu Shaharyar Khan
tandrews@mit.edu  Taylor Andrews
smadnick@mit.edu Dr. Stuart Madnick

© 2019 Cybersecurity at MIT Sioan - Confidential & Proprietary Introduction Method Use Case Key Insights
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Thank you.

Questions?
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