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GOAL (Research in Progress) : strategically leverage, using (Gen)AI, the power of cybersecurity tools and 
processes within (IT/OT) driven businesses to boost cyber-resilience and sustain market competitiveness 
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 1. IT/OT challenges (and $ impact) to 
quick data breach detection+response

(Gen)AI is a solution to the challenge. Can it 
strategically aid boosting an enterprise’s 

cyber-resilience and competitive strategy?

 2. (Gen)AI can boost IT/OT resilience 
(Gen)AI boosts cyber-resilience in the following ways 
in comparison to human intelligence/manual effort:
  [cyber-resilience - incident response ability (NIST)]

1. Automates intelligent intrusion detection.

2. Can precisely identify root cyber-attack causes.

3. Can find complex correlational patterns between 
threat indicators and between incidents.

4. Can parse through large/noisy traffic datasets to 
equip SOC personnel with structured information.

5. Is fast. (Gen)AI can process real-time threat data 
quickly to generate accurate threat intelligence. 

6. GenAI can identify vulnerabilities or bugs in code.

7. GenAI can understand malware’s functionality and 
impact and generate remediation responses. 

8. GenAI can streamline implementation of security 
policy via generating code from text commands.

3. Market survey of enterprises benefitting from the use of (Gen)AI 
based cybersecurity tools boosting cyber-resilience of IT/OT services

5. The AI for Cybersecurity strategy fits well with the Cusumano and 
Porter strategy recommendations to sustain market competitiveness

4. (Gen)AI for Cybersecurity as strategy for market competitiveness
The average data breach in 2022 cost $4.35 million.

Source: 2022 IBM “Cost of a Data Breach” Report

6. Read more about our work published in Forbes


