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Develop a scenario-based simulator that assists energy delivery system
operators during a cyber attack to avert unintended consequences.

EXAMPLE SCENARIO - CRASHOVERRIDE

Compromised
Attack SCADA Network Schedule CRASHOVERRIDE Wipe SCADA DDoS attack
A CRASHOVERRI devi . tective
Life-cycle through edge - opens Breakers evices via on protec
device DE for execution service relays

Relays on standby

Rampant authentication, Lose of visibility and mode
Abnorma"ty remote process activity, Blackout trol Y
. Config changes ... contro
Indicators \
Correc_tlve Worked during Manually operation ‘ . .
(In)Actions 2015 attack (Manually close breaker) The obvious solution
| is not always the best
(Un)intended Overcurrent --> serious solution.
equipment damage,
Conseq uence extended blackout

Ukraine power grid cyberattack - 2016: attackers took additional steps (DDoS)
anticipating operators will respond the way they did to a previous attack. Operators’
anticipated response had an unintended consequence.
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