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“.. .the identification of useful theoretical
conceptualizations based on a rigorous, systematic and
comprehensive approach to data collection and analysis”

(Fernandez and Lehmann 2005) // (Urquhart and Fernandez 2013, p. 225) .
" . . . . % Regulator Expertise
..o discover what is going on, rather than assuming

what should go on.” (Gtaser 1978, p. 159

Our analysis yielded the following three core deficiencies impacting
the development and dissmenination of cybersecurity regulations:

Regulation Relevance

OUR APPROACH

Regulation Granularity
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« The increasingly hostile and dangerous digital landscape is resulting in
frequent and severe cyberattacks in virtually every industry and context.

Abyproduct of this trend is mounting pressure on policymakers to intervene
and thereby reduce cyber risk, protect vast oceans of data, ensure
consumer privacy, and at a more macro level, shore up national security.

*  Policymakers’ response to this pressure often takes the form of
cybersecurity regulations — mandates imposed on organizations requiring
their compliance with prescriptive cyber behaviors enforced through
accompanying punitive measures levied for noncompliance.

« However, researchers have yet to conclusively understand the nuances and
effects of cybersecurity regulation development, dissemination, and
organizational response.

« Inthis research, we explore a subset of this problem space: the potential

deficiencies of cybersecurity regulation development and dissemination.

Regulations are often misguided, do not
consider other risk areas, and can harm
business operations.

Dearth of cyber talent is exacerbating
regulatory issues (~4 million open jobs).
Regulators need relevant talent.

should to promote
/ avoid quil
that require extensive harmonization.

Regulatory latency hurts relevance / places
orgs in a strategic holding pattern.
Regulations must be updated regularly.

Overly.
faster / reduce the ability for orgs to
respond creatively / consume resources.
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