I mmm Combat Future Al-Powered Cyber Threats oo o
I III Using Digital Twin Simulations '

* = Technical University MIT Sl
Dr. Sander Zeijlemaker, Dr. Michael Siegel, Michiru Ishikawa, Dr. Abhishta Abhishta*, Yasir Hak*, Annet Chau Twente (Netherlands) odn

1. Digital Twin (DT) Simulation J 2. Unlock Hidden Management [ 3. Al-Powered Attacks

Approach Challenges Reshape The Threat Landscape
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Risk Performance Matrix * Exploiting vulnerabilities automatically and
e ) General cyber threat moving across the technology stack (e,
. , e g Mimikatz, Stunet).
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Figure 2. Simulation Results (after 5 years) by Security Executives.
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4. Digital Twin Can Help to
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A DT simulation approach allows to replicate past
and simulate future performance of a wide range  We have 650K+
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