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Initial Data Collection proposed regulations from | categories, legal bodies, Which of these should be reported? ... As a Near Miss? ... and why?
the US and Europe. regions, and objectives. 1. Someone tries to login to your systems, but fails due to bad
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Qualitative Validation executives. grounded findings in

. . . T T, 3. A Spear Phishing email targeted specifically for your company?
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Emphasized importance of Key Similarities

Synthesized findings from harmonizing cybersecurity

data analysis. regulations and definitions. -

Regulatory Pluralism: The coexistence and interplay of various
cybersecurity regulations and definitions across local, federal, and
international levels demands a more dynamic approach from both private

Synthesis

 Common Focus: Protection of personal and
healthcare information from unauthorized access,

Analysis: Agencies’ and Regulations’ Definitions Of Cyber Incident reduction of the impact of cybersecurity and public sectors .
incidents, such as damage and alterations,
Agencies' definitions emphasis on Confidentiality, Integrity, Availability

Agencies in the US and Europe provide varying definitions of a "cyber incident,"

which influence their respective cybersecurity strategies. Examples: ’ P”mary Assets: Personal data and information

systems are commonly defined as primary assets
in these regulations.

Call to Action:

Region Agency Definition _ o o
Companies: Adopt modular policies for flexibility and

agility in compliance.
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A event with an actual or are interpreted differently across regulations.
£U ENISA (European Union | potentially adverse effect » Scope & Applicability: Varies by sector and How can you help with this project?
Agency for Cybersecurity) on the security or jurisdiction,
performance of a system * Reporting Timelines: Multiple thresholds . .
- Please share your thoughts, experiences, and insights
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Cybersecurity Regulations’ Definitions » Cross-border Data: Different restrictions and !
US cybersecurity regulations define cyber incidents to guide compliance, while EU safeguards
regulations focus more on personal data and system security. Examples: ) , _ :
» Cybersecurity Standards: Varying technical Dr. Angelica Marotta
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US CIRCIA, NYDFS, HIPAA, | Focus on actual jeopardy, unauthorized terializati d : _
FISMA access, and policy violations materialization, and near misses are Dr. Stuart Madnick
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PSD2 introduces 'near miss' concept management.

www.PosterPresentations.com



mailto:amarotta@mit.edu

