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From ChatGPT to HackGPT:
Meeting the Cybersecurity Threat
of Generative Al

It's time to replace traditional, rule-based approaches to cybersecurity with “smarter”
technology and training.

Karen Renaud, Merrill Warkentin, and George Westerman - April 18,2023
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The Best Prompts To Show Off The
Mind-Blowing Capabilities Of
ChatGPT

Bernard Marr Contributor ®

ChatGPT—the generative Al application that’s transforming many aspects of our
lives—is an immensely powerful tool. It can write everything from poetry to
technical documents, create computer code and build detailed plans and

instructions for just about anything.
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1. TLDV

2. Taskade

3. Notion AT

4. Microsoft Bing
5. Google Bard

1. Lavender
2. Regie

3. Warmer
4. Twain

5. Octane

1. Yatterplus
2. Typewise
3. Cohere

4. Quickchat
5. Kaizan

1. Pictory

2. Synthesia
3. InVideo
4. Veed.io

5. Colossyan

1. ForeFront
2. Merlin

3. WNR AT

4. ChatABC

5. Huggingface

1. 10web

2. Uncod

3. Dora AT

4. Durable AT
5. Replit

1. Looka

2. Namecheap
3. Logo AT

4. StockIMG

5. BrandMark

1. GetIMG

2. Shutterstock
3. NightCafe

4. Artbreeder
5. Stablecog

12/11/23

Created by Hasan Toor from Twitter

AT

1. Paperpal AT
2. Monic AT
3. ChartGPT
4. Trinka

5. Scholarcy

1. Scholarcy
2. Consensus
3. Writesonic
4. Trinka

5. Paperpal AL

1. Panopreter
2. Speechelo
3. Synthesys
4. Speechity
5. Murf

Class 7 Student Uses ChatGPT To Do English Homework.
Gets Caught Because Of This Line

Isha Sharma
Updated on Jun 08, 2023, 01:57 IST - 8 min read ®
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QO B https://mashable.com/article/chatgpt-lawyer-made-up-cases
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Tech Artificial Intelligence

A lawyer used ChatGPT for legal filing. The chatbot cited
nonexistent cases it just made up

The lawyer now may face sanctions for submitting the bogus cases.

By Matt Binder on May 27,2023 f Yy O

What about Cyber Criminals?

How might they use generative AI to up their game?

1. What are potential scenarios where generative Al
poses significant cybersecurity risks?

. What are the implications for traditional awareness
and training drives?

. How should organisations respond?
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Scenario 1

* A hacker uses ChatGPT to generate a personalized
spear phishing message
» trained using your company’s marketing material

* plus phishing messages that were successful in the past

Scenario 2

* An Al bot calls an accounts-payable employee, in a
(deep fake) voice that sounds like the boss

» After exchanging some pleasantries, the “boss”

asks the employee to transfer thousands of dollars
to an account to “pay an invoice.”
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Scenario 3 -

» Hackers use Al to realistically “poison” the
information in a system, creating a valuable stock

portfolio

« they can cash out before the deceit is discovered

What do these teach us? -

* Up to now, most attacks used relatively

unsophisticated high-volume approaches
« Scattergun approach

* Hoping that sheer volume will catch some people




Zombies ...

millions of persistent but
brainless threats that
succeed only when one or
two happen upon a weak

spot in the defensive barrier

Sometimes ...

» most sophisticated threats

» lower-volume attacks that require
actual human involvement

« E.g., Stuxnet

12/11/23
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What does this mean for cybersecurity?

» In particular, what does this mean for the
humans in the socio-technical system?
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Moving from Human as Problem to
Human as Solution in Cyber Security

International Journal of Human-Computer
Studies

Volume 131, November 2019, Pages 169-187

ELSEVIER

Moving from a ‘human-as-problem” to a
‘human-as-solution” cybersecurity mindset

Verena Zimmermann ? . Karen Renaud ® o

Show more

What’s the
Problem in Cyber
Security?
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Top 5 Cybersecurity Companies (eSecurity
Planet)

» Cisco

* Symantec

 Palo Alto Networks
» Check Point

* Microsoft

Published Hacker Statements

10
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What’s the Problem in Cyber Security?

PROCESS , Prevent
5 Errors &

Incidents

l TECHNOLOGY

Root Cause
Analysis

WHO?
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L. DAVID MARQUET

CAPTAIN, US, NAVY (RETIRED;
FOREWORD BY STEPNEN R.COVEY

Differcntlys Turn the

A TRUE STORY OF

TURNING FOLLOWERS
INTO LEADERS

Second Edition

Sidney Dekker

() CRC Pre

VERJAAAIDE
ORGANISATIES

ELING
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PROCESS

TECHNOLOGY

Ongoing Review / Expertise, Learning,
WHY? Collaboration &

Communication

Focus on
Successes

Resistance
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Collaborate
&
Communicate

Focus on
Successes

Cyber
Security,
Differently

Balance
Resistance
&

esilience

Human as
Solution

Defer to
Expertise

Encourage
Learning
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karen.renaud@strath.ac.uk
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