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Framework for Building a Culture of Cybersecurity

Attitudes, beliefs,
and values drive
behaviors that create
and maintain
resilience in a
culture of
cybersecurity.

Cybersecurity at MIT Sloan brings together thought leaders from industry,
academia and government with MIT faculty, researchers and students to address
strategy, management, governance and organization of cybersecurity of critical
infrastructure using an interdisciplinary approach.

Overview

Building a Culture of Cybersecurity
Many organizations have developed a robust safety culture where every employee
knows, and receives constant reminders, of ways to stay safe and decrease the
chance of accidents. But when it comes to cybersecurity, most organizations lack
a similar culture of security. Building a culture of cybersecurity involves
transforming the way everyone works, the way leaders lead, the way processes
execute, and the way issues are managed. Research by Cybersecurity at MIT
Sloan examines the ways organizations build a culture in which attitudes, beliefs
and values drive behaviors that minimize the human-errors that jeopardize
cybersecurity. At the heart of a culture of cybersecurity is getting every employee
to execute their day-to-day activities in ways that keep the organization as secure
as possible.
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IMPACT: Understanding key mechanisms that form a cybersecurity culture will
give managers specific levers to use to increase organizational resilience.
Cybersecurity at MIT Sloan welcomes funding from sponsors for general support of the
consortium research, and from organizations interested in specific research topics. All
members and sponsors receive invitations to consortium events and activities, and access
to consortium research, websites, and newsletters. For more information, visit
https://ic3.mit.edu or contact:
Dr. Stuart Madnick • Professor and Director • smadnick@mit.edu
Dr. Michael Siegel • Director • msiegel@mit.edu
Dr. Keri Pearlson • Executive Director • kerip@mit.edu

