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Cyber attacks are increasingly menacing businesses. Based on literature review and publicly available reports,
this paper analyses the growing cybercrime business and some of the reasons for its rapid growth. A value
chain model is constructed and used to describe 25 key value-added activities, which can be offered on the
Dark Web as a service, i.e., “cybercrime-as-a-service,” for use in a cyber attack. Understanding the
specialization, commercialization, and cooperation of these services for cyber attacks helps to anticipate
emerging cyber attack services. Finally, this paper identifies cybercrime control-points that could be
disrupted and strategies for assigning defense responsibilities to encourage collaboration.
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— Computing and business; Socio-technical systems; Computer crime; « Security and privacy -
Social aspects of security and privacy;
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1 INTRODUCTION
“Where there is commerce, there is also the risk for cybercrime”[139].

Cybercrime is a tremendous threat to today’s digital society. It is extimated that the cost of
cybercrime will grow from an annual sum of $3 trillion in 2015 to $6 trillion by the year 2021 [115].
Nearly one third of companies are affected by cybercrime (32%). Indeed, 61% of CEOs are concerned
with the state of the cyber security of their company [131].It has become generally accepted that,
“there are only two types of companies: those that have been hacked and those that will be”[116].
Fighting animpending cyber attack has become an important issue for companies in all industries
and governments, especially to those relying heavily oninformation technologies.
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Ever since the first reported cybercrime in 1973, when Union Dime Savings Bank account data
was manipulated, cybercrime has continually evolved'. Beyond a nefarious hobby, cybercrime has
become a way for cybercriminals to earn a living”. While it remains underground, it is a business
nonetheless; attackers cooperate, and work to maximize profits and minimize risk of arrest [85].
Cybercrime as a profession is increasingly attractive for able hackers, and in turn, cyber attacks
themselves are increasingly well organized [2]. With the wide-spread adoption of the “as-a-service”
model for cyber attack, the attacker can purchase the desired “service” through the dark web
withoutsomuchasacursory understanding of whatisinvolvedinitsexecution[104,142,155].
This eliminates the barriers that previously existed to performing a crippling cyber attack, and
pushes the attackers deeper underground and further from the grasp of authorities.

In the words of Sun Tzu, “Know yourself, know the enemy.”[174] To combat cybercrimes in an
efficient and effective way, we need not only develop technical solutions to protect against attacks,
butalsounderstand the structure of the business of underground cybercrime, and the drivers of its
development:

+ How does the cybercriminal organize a cyber attack?

It has been said that “the good guys are getting better, but the bad guys are getting badder
faster”[100].Much of published research on cyberattacks has been focused on how attackers clan-
destinelyintrudeonprivatesystems|[3, 66,72,136,166]. However, reacting passively toacyber
attack and attempting to keep up with the almost daily emergence of innovations on behalf of
cybercriminals means that “[Corporations] are are not winning [in the cyberdefense battle] [ 108].
Cybercrime has taken on the guise of a business in recent years. Without understanding the rele-
vant operations of cybercrime, it is difficult to combat cybercrime effectively. Researchers have
begun to study different components of this underground business, including the marketplaces
connecting attackers and buyers, and the community of hackers ready to deliver services for a fee
[22,24,65,73,76,92,94,97,123,133,136,157,163,169,186]. Based on theseindividual elements,
Thomas et al. [171] proposes a framework for understanding the structure of the underground
cybercrime service through the monetization process, offering what can be characterized as a
Bird’s-Eye view of the black market for cybercrime. What remains unclear, however, is how the
cybercriminal coordinates a cyber attack, and making sense of innovations in hacking. “Cybersecu-
rity is still a game of cat-and-mouse” [47], with the defense trying to catch up with the offense with,
up until this point, little success to show for its efforts.

« How does the cyber attack develop in the wild?

The underground cybercriminal has proven difficult to study. Researchers have used “honeypots”
[118] toidentify cybercriminals, and have collected information on the activities of cybercriminals
[157]. These efforts to monitor the development of cyberattacks offer relevant counter intelligence.
In considering the adoption of the “as-a-service” model [56, 139, 155, 171], researchers have compiled
the services offered tobuyersby the cybercrimeindustry. Withouta clear framework through
which to study the cybercrime service economy, it remains difficult to understand the modern
cyberattackeffectively.

+ How to share responsibility to combat the evolving cyber attack?

IThere is still much debate about the definition of cybercrime and what constitutes a cyberattack. Since no single, agreed-
upon definition exists, in this paper we will consider “cybercrime” all cyber activities that are related to a “cyberattack”, or
that which undermines the function of the digital system belonging to the cybercriminal ecosystem. In this paper, we will
use “cyberattack” and “cybercrime” interchangeably. Note that not all activities included in our model are illegal. In fact,
there are many discussions, outside the scope of this paper, about cyber ethics and the legality of such activity [64, 159].
2During 2015, the CrytoWall ransomware virus raised more than $325 million for the hacking  group,
http://thehackernews.com/2015/10/cryptowall-ransomware.html, last visited 2017-6-1
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Though cybercrime and its threats have been thoroughly discussed [43], how exactly to combat
cybercrime is still an open issue. Software/hardware developers, cybersecurity providers, infrastruc-
ture operators, financial sectors, governments, third-party organizations, companies and individuals
need to work together toward to improve cybersecurity. The cybercrime reporting infrastructure,
led by cybersecurity providers, infrastructure operators and vigilante groups emerged to combat
infections [78]. Due to misaligned incentives, information asymmetries, and externalities [113], it
has been difficult to develop a systematic understanding of the underground cybercrime ecosystem
whichis crucial tounderstand what responsibilities or actions should be assigned for each party in
the ultimate achievement of a “cyber-immune” world.

- NeedforFrameworktoUnderstand CyberAttack Business.

Thegoal of thispaperistodevelopaframeworkbased onliteraturereview and publicly available
reportsrelated to cyber threatintelligence to facilitate the further study of cybercrime and the
underground economy which surroundsit. Cybercriminals run abusiness of selling cyber attacks,
and thus we concentrate on what could be considered as the “value-added” processesfor the cyber-
attack. To understand these processes, we develop the cybercriminal value chain model consisting
of the primary activities of vulnerability discovery, exploitation development, exploitationdelivery,
and attack, as well as the supporting roles of cyberattack life-cycle operations, human resources,
marketing and delivery, and technical support. It isimportant to note that both the defensive side
(cybersecurity) and the offensive side (cybercrime)’ of cyberspace use similar innovations [42],
and that not all activities included in the value chain model describing cybercrime are illegal. For
example, vulnerability discovery and disclosure are what are called “double-sword” activities. While
they can be used to develop patches for a flawed system, can also represent techniques to identify
opportunities for deliberate exploitation by criminals [5, 15, 76].

Inspired by the STAMP model [119, 141], we develop the service model-consisting of input, output,
and support tosystematically discuss the cybercrime ecosystem, considering its restructuring into
an “as-a-service” model. This enables the specialization—cyber attackers can focus on specific
components and promote the expertiselevel, commercialization—cyber attackers can monetize their
attack expertises, and cooperation—cyber attackers canloosely or organizedly collaborate with
each other to do complex attacks,for cyber attack in the ecosystem. Following the presented value
chain model, we survey how cybercrime activities can be executed in a service style to develop a
cybercrime ecosystem framework for thinking about the cyberattacks business.

Based on the framework developed herein, we discuss the methods that can effectively combat
cyberattacks. The framework enables the systematic understanding of the hacking innovation, the
evolution of the cybercriminal services, which can help to redefine the cat-and-mouse game [47].
Using the cyber threatsidentified by the McAfee 2017 Threats Prediction Report [107], we confirm
the efficacy of our framework. Notably, we observe that by following the “value-added” paths in the
framework, cybercriminals build the reinforcement loops that translate to the cyber threats more
grave than previously expected. The Return-On-Investment (ROI) analysis reveals that cybercrime
is a serious business, indicating the great value that “cybercriminal service composition as a service”
represents to the cybercrime ecosystem. Additionally, identifying the control points can help to
improve the effectiveness with which cyberattack evolution is monitored and ultimately disrupt the
business of cybercrime. Delegating responsibilities and actions among involved parties based on
the presented framework is helpful to realign incentives point to collaboration in the fight against
cybercrime.

3Thereare twosidesto cyberspace: the defensiveside focus toimprove the cybersecurity and protect the targets from
attack while the offensive side is for cybercrime and try to attack the targets. In this paper, for the offensive side, we will
usehackersand attackers exchangeable.
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Therefore, the main contribution of this paperis the systematic study based on literature review
tounderstand the cybercrime ecosystem as abusiness, its evolution and the effective intervention
strategies against it. These consist of:

- The value chain model for understanding “value-added” cyberattack activities;
+ The cybercriminal service ecosystem framework for understanding cyberattack evolution;
+ Theimplications of the framework in designing intervention strategies.

In Section 2, we present the value chain model for understanding cybercrime activities. Section
3 introduces the service model and details the cybercriminal ecosystem framework to study the
cyberattack business reconstruction and its evolution. Section 4 highlights the applications relevant
to combat the cyber-attacks. Our conclusions are summarized in Section 5.

2 CYBERATTACKACTIVITIES: THEVALUECHAINMODEL

A A

Vulnerability_> Exploitation | | Exploitation

Discovery Development Delivery | ™| Attack

PRIMARY ACTIVITIES

Operations: Attack Life-cycle Manage

Hacker Target Resistance Benefit
Organization Selection Operation Realization

Human Resource: Hacker Community

Marketing and Delivery

SUPPORT ACTIVITIES

Value Money

Marketplace | | Reputation Evaluation | | Laundering

Technology Support

Fig. 1. Cybercriminal Value Chain Model

Toeffectively combat cyber-attacks and enhance the cybersecurity on which our digital society
relies, itisimperative to understand the operation behind a cyberattack, raising the following
questions: what activities are associated with a cyberattack? In considering cybercrime as the business
thatitshas become, from a value chain perspective [129], we can identify the activities which
add value for the cyber attack operation, as presented in Figure 1. These value-added processes
include any activity in the cybercrime business ecosystem which helps the attacker reduce the cost of,
and increase the benefit incurred in cyber-attacks. It is straightforward that the primary activities
whichdirectlyinvolvetheattackare valuable forthe attackers. Additionally, thesupportactivities,
which are often overlooked are critical in facilitating the operation of the cybercrime business, as
they can help the attacker to do an attack with less cost for higher benefit. Hence, following the
value-added processes for a cyber attack, based on the literature review and the public available
reportsrelated tocyber threatintelligence, we canidentify the value-added activitiesand build the
value chain model for cyber attack. Furthermore, we have validated this value chain framework,
as well as the cybercriminal service ecosystem framework in Section 3, with more than 30 senior
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executives, managers and researchers focusing on cybersecurity from Fortune 500 companies and
key cybersecurity solution providers to improve the framework". To the best of our knowledge,
thisisthefirstcomprehensive value-chainmodel, whichintegrates the different components of the
cyberattacks, to systematically understand cyberattacks from the business perspective. We will
detail each component in the following sections.

2.1 PrimaryActivities: The Attack

2.1.1 Vulnerability Discovery. Logically speaking, cyber-attacks start with vulnerability discov-
ery which finds the weakness that can be used to intrude into the victim’s systems. This weakness
may be a zero-day/one-day vulnerability in software/hardware, or a relatively simple password
not modified for a long time which is easy to uncover by brute force [111]. Cybersecurity usually
involvestechnology, people, and process[96]. Overlooking strategic, managerial, and operational
issues related to cybersecurity significantly weakens an organization’s defenses against cybercrime
[101]. Hence, in this paper, vulnerability refers not only to weaknesses in software or hardware in
IT/OT systems, but also to weaknesses found in processes, policy, and the human component of an
organization.

Definition 1: Cyber Vulnerability refers to the cyber-related weaknesses which can be used by
acyber attackertointrudeinto the organizations, including the weaknessin software orhardware,
named technical vulnerability Vi, and the weaknessin the process, policy, and human, named
operational vulnerability Vp.

Based on this definition, the vulnerabilities detailed in vulnerability databases like National
Vulnerbaility Database (NVD) and Securiy Focus BID [76] are considered as the technical vulner-
abilities in IT/OT systems. Most current vulnerability discovery research focuses heavily on the
technical vulnerabilities [30, 61, 153]. However, with the development of the defensive technologies,
itbecomes more difficult for an attacker to intrude into a target’s systems through only software or
hardware vulnerabilities. This means that an organization’s vulnerabilities related to process, policy
and human aspects are often the “weakest link” in their security schemas and present themselves
as opportunities for cybercriminals [144]. The typical cyber attack targeting these weakest links
isthesemanticsocialengineeringattack which deceivestheusersinanorganization[143,170].
Furthermore, the cyber threat from the supply chain are increasing [149]. Some recent efforts have
attempted to detectand understand operational vulnerabilitiesin the processand policy [102,119].
For example, the causal analysis based on STAMP (CAST) [93, 119] identified the presence of
damning operational vulnerabilities which were exploited by hackers and cost TJX over $170
million in losses in the 2007 TJX data breach incident.

2.1.2 ExploitationDevelopment.The “ExploitationDevelopment” activitiestry toexploitthe
discovered vulnerabilities, including both the technical and operational vulnerability. Once a
technical vulnerability is discovered, a program can be developed to exploit the vulnerability and
force asystem to behaveinunintended ways so thata cybercriminal can carry outactions that
would otherwise notbe permitted. In order to increase the chances of success of an attack, multiple
vulnerabilities may be targeted as a part of an “exploitkit”. For example, the well-known exploit
kits, such as Angler, Magnitude, Neutrino, Nuclear, RIG, etc., are continually updated to reliably
exploittechnical vulnerabilitiesand guarantee continued success in disrupting normal function of
the targeted system [38]. Furthermore, a payload [24, 148] could be a malicious program performing

“These senior managers and executives are from members of MIT (IC)3. Please refers to http://ic3.mit.edu/about-us/members
to see the member list.
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asingular function, oracombinationof many independent programs to offeramore complex,
comprehensive functionality, which can be used to perform malicious actions.

On the other hand, to perform advanced attacks exploiting an operational vulnerability, some so-
cial engineer toolkits have been developed”. The Social Engineer Toolkit (SET) [127] was specifically
designed for targeted attacks against a person or organizationin a penetration test. Many semantic
attack exploits are developed to manipulate the user-computer interface to breach a computer
system’s security [66]. Developing fake mobile apps that appear to be the same as their legitimate
counterpartsis one typical semantic attack to exploit the operational vulnerability that arises from
what we consider the human factor of an organization [48]. The business email compromise scams
[105], alsoknown as “CEO fraud”, is another example in which the attacker counterfeits a message
from the boss to trick someone at the organization into wiring funds to them. These attacks exploit
the operational vulnerability in the organization’s financial process and human component, to
develop the persuasive, but fake, message.

2.1.3 Exploitation Delivery. Once vulnerabilities are ripe for exploitation, the cybercriminal
must deliver the developed exploitative programs to the victim’s cyberspace niche. Based on the
delivery medium (physical medium or digital channel) and infected approach (whether needs
intermediatehostornot;ifyes, whether thehostisindividual server or distribution channel), there
existfourtypical delivery mechanisms:

. Physical Infection. This straightforward mechanisminvolvesinfecting the victim’ssystem via
a physical medium, such as hardware or USB; the delivery depends entirely upon physical
transportation. The typical observed scenario that this mechanism describes is virus propa-
gation: once one person with an infected system makes copies of files that are then used on
another system, the virus will spread to the second system, from which even more systems
can be infected. Though this physical infection mechanism is old-fashioned and ultimately
notvery effective, due to operational vulnerabilities, it remains relevant. An example would
be purposefully dropping a USB drive loaded with an exploitative program inside an orga-
nization’s offices, or even in the parking lot, with the hope that an employee may pick it
up and plugitinto acomputer, at which point the company’s systems can beinfected. In
the supply chain security scenario, the counterfeit hardware or hardware with embedded
malware can be distributed to infect the victims [149].

Sent Directly. This mechanism describes sending the exploitative program directly to the
victim. Inthisscenario, the programs will be forwarded to the victim’s cyberspaceniche
through digital channels, like SMS messages or email. Once the victim is tricked into accepting
the exploitative program, such as by opening the fake emails or messages, the exploitation
hasbeen successfully delivered and the victim’s system will be infected. One attack utilizing
this mechanism in recent memory is the Ukraine power grid cyberattack. Spear phishing
emails containing BlackEnergy malware were sentto the victims, and the corporate network
was compromised by opening disguised documents attached to the emails [45].
Drive-by-download. The third mechanism involves redirecting the victim online to reach a
websiteloaded with the exploitative programs, at whichitisdelivered to the victim’s system
ina “drive-by-download”. In this scenario, the victim is driven to the compromised website by
following a maliciously disguised advertisement, and is redirected to a landing page where a
downloader for the exploitative program will be installed on the victim’s machine to contact
the command-and-control (C&C) server and establish atleast one download channel to
deliver the exploitative programs to the target’s cyberspace niche [22, 138, 169].

SNote that some social engineer toolkits may not be developed for cyber-attacks but penetration tests. However, due to the
neutrality of the toolkits, they can also be used by the black hackers to do cyberattack.
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. Software-Distribution. This fourth mechanism has been emerging with the rapid development
of the mobile ecosystem. In this scenario, an original piece of softwareis infected during
transmission to the user. One typical approach is to add malicious code to the software that
requests permissions beyond those required by the original software through repacking [74].
Once the adulterated software runs, the malicious code will be executed and the exploitative
programs will be downloaded to the victim’s machine [62]. With the development of auto-
update feature, the cybercriminal can also dynamically add malicious code toanapplication
during runtime, or update an application to include malicious components so that a benign
application becomes malicious after a software update [3, 132].

2.1.4 AttackVictim. Onceavictim’ssystemissuccessfully infected, theavenueisopenforattack.
For asingle-step attack, once an initial action by the victim has been carried out, such as open afile,
click on alink, run a program, accept a permissions request, the attack is already completed. Fora
multi-step attack, onthe other hand, theinitial action by the victimnot only activates animmediate
attack, but also opens the doors for subsequent attacks, including identifying further exploitable
vulnerabilities. Inthis scenario, the attacker first gains privileged access toa victim’s system so
that they can move freely within the otherwise private environment. Once an attacker successfully
intrudesuponasystem, he or she canaccess and extract sensitiveinformation, rewrite or erase
files, and alter the functionality of the system, affecting the system’s confidentiality, integrity and
availability of data. Toonce again use the Ukraine power grid attack [45] as an example, thehackers
used KillDish to erase important executable files and cause physical damages to the system. Some
attackersmay evenwantto establishasustained presenceintheir victims’ systemsso thatthey
may come and go, and do as they please. To study the cyberattack from the value-added perspective,
instead of the detail cyber attack tricks, we must understand what a cybercriminal can gain froma
successful cyberattack, and what these gains afford in terms of further attacks:

. Digital Gains. Once inside, an attacker can get all information contained in a victim’s system,
including sensitive information such as personal profiles, accounts, and intellectual property.
The compromised systemis another “trophy” for an attack while sometimes the human who
is tricked by the attacker can prove a “trophy” themselves. One example is when someone
canbe tricked towork asamoney mule for money laundering [72]. Furthermore, the attacker
can gain valuable knowledge related to the victim’s system, such as operational processes,
network configuration, and organizational structure. With an understanding of these aspects
of a system, an attacker can better hide further attacks from detection. What made the
cyberattack on Bangladesh Bank’s (BB) SWIFT payments system in February, 2016 [152] so
hidden and damaging was the attacker’s understanding of the bank’s transaction confirmation
process: the attacker was able to intercept confirmation messages and cover up fraudulent
transactions. Attacks to the CIA [179], NSA [60], Hacking Team [68] etc. can offer attackers
0-day vulnerabilities, exploitations, and many tools developed and customized by these
professional organizations thatexpand and strengthen theirarsenal.

. Psychological Gains. The attacker who carries out attacks seeking the inherent satisfaction of
success or for the fun or challenge of the process gains psychological benefits from an attack
[85]. Inthis particularly twisted case, the attack is perceived as merely a test of hacking skills,
and the successful attack carries with it not only a sense of accomplishment for the attacker,
but also reputation in the hacker community. Some attackers may seek vengeance against a
symbolicenemy, or see cybercrime as a way to further political agendas. The Anonymousis
onesuchgroup, whichattacked Freedom HostingIl, aservice thathosts20% of dark web
websites, 50% of which contained child pornography in some forms [18].

,Vol.1,No. 1, Article 1. Publication date: November 2017.



1:8 K. Huang etal.

. Loss-based Monetary Gains. A successful attack can interrupt the business continuity ofan
organization by adversely affecting the confidentiality, integrity and availability of certain
systems. This results in a direct monetary cost to an organization in the form of losses
or damages, butalsoinindirect costs such asloss of trust by customers, missed business
opportunities and increased defense costs for prevention, protection, detection, and recovery
in response to the cyberattack [10]. The attacker can benefit by monetizing the victim’s
loss for themselves. The typical scenariois that the attacker draws funds directly froma
victim’s accounts. A more eye-catching scenario with a recent surge in popularity involves
the attacker proving his or her capability to interrupt the victim’s business continuity and
requesting money in return for not capitalizing on their abilities, effectively holding a business
hostage for a ransom. The ransomware attacks of 2016 [120] are such examples and 88% of
these attacks targeted hospitals and health systems, since cybercriminals correctly perceived
these organizations as more vulnerable and receptive tothreatsand eagertosatisfy aransom
to avoid damage.

2.2 Support Activities: Facilitate the Attack

To supplement the primary activities discussed above, we see an emergence of what can be
considered assupportactivitiesin the cybercrime ecosystem to make cyber-attacks more efficient:
greater benefit with less cost.

2.2.1 Operations: Attack Life-cycle Management. A cybercrime operation, like a legitimate busi-
ness [161]°, must actively manage and support the cyberattack life-cycle to reduce costs, increase
profits, and mitigate risk. In addition, cybercrime operations must also make conscious efforts to
avoid being identified, and its operatives punished under the law. Tomeet these criteria, a cyber-
criminal within a greater operation must select the valuable attack targets, decide how to organize
hackers (if more than one) to carry out primary cybercrime activities, manage the distribution of
proceeds (payroll if you will) hide the operation from authorities, and if disrupted, recover the
sidelined operation.

Definition 2: Cyberattack Operations refer to the activities that manage and support primary
activities to gain higher benefit with less cost from the cyberattack. These include target selection,
hacker organization, benefitrealization, and resistance operation.

+ Target Selection: what are the characteristics that make a valuable target?
Following the thought process suggested by basic economics, the cybercriminal in the executive role
selects the target which would deliver the highest profit, the greatest positive difference between
benefitand cost [85]. There are three factors to consider in evaluating the benefit brought about by
the successful execution of an attack:

. Ease of the attack Pe. If hackers don’t have a specific objective, they may take on an
exploratory mindset to probe various targets, and identify those with sufficient weaknesses to
be considered for afull-scale cyberattack. In this scenario, the more easily vulnerabilities can
be discovered and exploited in a certain organization’s systems, the more attractive a target
the organization becomes. Evenif aspecific target hasbeen selected, the cybercriminals
may take on an exploitation mindset to dig into the target’s systems and attempt an attack;

®Based on the definition presented by William J. Stevenson [161], operations management is “the management of systems or
processes that create goods and/or services”. Operations management specialists are involved in “product and service design,

process selection, selection and management of technology, design of work systems, location planning, facilities planning and
quality improvement of the organization’s products and/or services” .
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however, ifbreakingintothe currenttarget’ssystemsprovestoodifficult,and afterafew
days or weeks no progress is made, the target can be abandoned in favour of another target
identified in the exploratory phase.

. Potential Benefit By. As mentioned above, a successful attack can bring the attacker the
digital gains which themselves have value in the underground market, or the attacker can
attempttoseekmoney directly fromthevictimoftheattack. Theattackermayalsoexperience
psychological gains. These encompass the two main categories with which we can understand
the benefit to cybercriminals in the wake of a successful cyberattack: the monetary benefit
Bpmand the psychological benefit Byp. Hence By = Bpm + Bpp.

. Ease of benefit realization E,. Converting unrealized benefit into tangible, realized benefit

is of concern to the cybercriminal engaged in the business of cybercrime. The easier it is for

cybercriminals to experience the benefit earned in an attack, the more true benefit is accrued.

Hence, we define the expected benefit Be for an attack on a given target as follows: Be =

Pe X Bpm+ Bpp))(Er.
In terms of costs, we can identify the following costs inherent to the execution of an attack:

. Psychological Costs Cps. Costs of thisnature refer to the psychological and mental energy
expended in committing a cyberattack. These could include the fear of being caught, or
punishment.

. Expected Penalty Costs Cp. This cost captures to the monetary opportunity costs of con-
viction if the attackers, which become real if the cybercriminals happen to be arrested and
convicted following the attack. Straightforwardly, it is proportional to the arrest rate P for
the particular kind of cyberattack, the ease of the judicial process involved in the conviction
Pc and the monetary opportunity cost if the attacker is convicted Cc. Cp = P Pcx Ce.

. Operational Costs C, refers to the cost to carry out the cyberattack. The investment cost
Cim captures the up-front costs for the cybercriminal to perform the attack, which could be
renting aserver, buying orlearning any necessary tools or services, and the opportunity cost
of the time taken in searching for valuable targets. The monetary opportunity cost of the
investment Com in cyberattack should be also considered. Hence Co = Cim + Com.

Based on these definitions, the expected cost Ce for an attack can be defined as: Ce = Cps+ (Pa X
PcX Cc) + (Cim+ Com)

Definition3: Cyberattack TargetSelectionRuleForarational cyber-attacker, the victimorga-
nization could be considered as a target if and only if the expected benefit outweighs the expected
cost.

Pe X (Bpm + Bpp) X Er > Cps + (Pa X Pc X C¢) + (Cim + Com) 1)

Note that the equations discussed above are in high level. They can help us to understand the
values of different activities for the cyberattack. Any activity that can reduce the expected cost or
increase the expected benefit will be highly valuable in the cybercrime ecosystem. Understanding
this operation can shed lights into the decision-making for the attackers.

+ Hacker Organization: how do cybercriminals collaborate with each other for an attack?

For an attack to be successful, especially for the organized cyberattack which involves multiple
hackers, the cybercriminal in the executive role must organize his or her team for the attack.
Typically, there exist the following six basic types of organization structures [110]:

. A Swarmrefers to a group of hackers who work together in viral forms that have a minimal,
if not nonexistent, chain of command;
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. A Hubrefers to the structuring scheme in which there is a core group of hackers around
which peripheralassociates gather;

. A Clustered Hybrid structure combines online and offline activity, and typically operatesina
similar way as Hub, focusing on specific activities or methods;

. An Extended Hybrid structure is like the Clustered Hybrid structure, but incorporates many
associatesand subgroups whileretaining alevel of coordination sufficientto ensure the
success of operations;

. Hierarchiesrefer to structure reminiscent of traditional organizations as well as criminal
groups, but take advantage of online technology to facilitate activities;

. AnAggregatestructurereferstoaloosely organized group of hackers committed only to
temporary collaboration, and often without a clear goal.

Different organizational structures have different pros and cons; the leaders need to consider
which organizational structure is best suited to a given attack objective. For example, most state-
supported cybercriminal hackers organize under a Hierarchy structure, while the well-known
group, Anonymous, appears to adhere to an Aggregate structure. Though family ties, friendships
and online relationships all play important roles in the collaboration between cybercrimals [121],
online forums are serving as offender convergence settings for cybercriminals and shaping amore
fluid and flat structure so that all participants are able to get into contact with each other [91].
Furthermore, in online hacker forums, most hackers are novices with only a few more highly
skilled hackers participating in forum activity [70, 94, 97] and this community forms the core and
peripheral Hubs.

« Benefit Realization: how to gain benefit from an attack?

It is within the executive’s responsibilities to maximize the benefit to be gained from a successful
attack. Considering monetary benefit as an example, the executive may hire a money laundering
network so that the source of “dirty” money cannot be identified. Recently, researchers have
presented the concept of “DDoSCoin”, which allows a cybercriminal to prove their own participation
inaDDoS attack by having miners create alarge number of connections to a given target and using
the target server’s signed responses as a proof to receive the digital monetary rewards that they
deserve [181]. Digital currency, especially Bitcoin, has become the main approach for cybercriminals
to transfer monetary gains to one another in the wake of a successful attack [84]. Though the
motivationfor the WannaCry Hurricane attack onMay 2017 is still amystery, thereisatheory
that it is for currency manipulation to raise the Bitcoin value by increasing number of users [172].
Additionally, many markets or forums are constructed for cybercriminals to trade their digital gains
fromsuccessful attacks[33,130, 157, 186]. According to the tracking of ransomware payments
[130],95% of the traced ransoms cashed out via BTC-E, adigital currency trading platformand
exchange. For psychological benefit, a “Hall of Fame” of hackers with the greatest reputations can
motivate cybercriminals to continue participating in attacks within the cybercrime ecosystem,
considering the value placed onreputation and trust for cybercriminal community [44, 69,91, 183].

+ Resistance Operation: how to skirt detection and recover from a take-down?

Straightforwardly, hackers do not want to be identified or have their attack detected. Common
methods that aim to accomplish this include employing a proxy server to bounce online activities,
using anonymous tools such as a Tor network[8, 41, 109], clearing event logs, command history,
and shreddinghistory files. Toincrease the chance of success of a cyberattack the executive can
introduce obfuscations to avoid being detected by the target’s defense tools, regularly update an
attack’s configurations and executable file builds, or use multiple channels and distribute servers
acrossnetwork boundaries[122, 138].
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Parts of the cybercrime ecosystem can be taken down by law enforcement, therefore, a plan for
recovery isextremely valuable for cybercriminals. For example, the Ramnitbotnet thatinfected 3.2
million computers was taken down in February 2015 only to quickly re-emerge and attack banks
and e-commerce operationsin Canada, Australia, the United States, and Finland in December2015
[81]; some of Ramnit’s infrastructure survived from the take-down and its operators were not
arrested. Additionally, itisbelieved that the cybercriminals acquired the webinjection mechanism
fromaseparategroupthat provideswebinjectionsasaservice, makingRamnitevenmoreresilient.

2.2.2 Human Resource: Hacker Community. As discussed above, the hacker forumisthe most
common form of communication for the cybercriminal community. A hierarchical structure has
lower coordination costs than a pure market structure, so most hacker forums have adopted
hierarchical management systems consisting of administrators, moderators, reviewers, reviewed
vendors, and general members to stratify, and organize the community [183]. There is a limited
number of highly skilled hackers [94] and the cybercriminal tends to build a collegial culture that
encourages sharing of information and values innovation [70]. Since most hackers are novices,
part of the value-added activity for the hacker community is training the novices. Note that both
the offensive and defensive sides of cybercrime are leveraging the same innovations [42], and
hackers canlearnskills through online cybersecurity forums or even via YouTube videos. The
near-term advancesin machine learning, automation and artificial intelligence can alsobe used by
the criminals and nation-state adversaries [42] while the attacker may even have the advantage
inskill, asthe “worstis getting worse faster” [99]. Somehacker communities will offer training
programs to train fledgling cybercriminals. For example, the Anonymous launched an online school
called OnionIRC allowing members to share technical skills and maintain anonymity [52].

Togrow thehacker community, recruitingisanimportantactivity for the cybercrime ecosystem.
To achieve this goal, many tutorials are available to reduce the barriers for the novices to join
the hacker community and benefit from the cyberattack. According to the research from Digital
Shadows, the processhackersusetorecruitnewhiresisthemirrortoitslegitimate counterpart
[135]: post advertisements on forums, hacker-specific job boards, social networks to reach fresh
talents, qualify candidates by application forms or even through the interviews, and maintain a time-
sensitive membership. The study of the 18 investigations into criminal networks [90] demonstrates
that the relationships based onreal-world social networks playsanimportant rolein the origin and
growth of the majority of networks while the access to online forums can increase the criminal
capabilities quickly. For the nation-supported cyber-attacks, the recruiters may even hire hackers
with specificexperiences from the criminal underworld [154].

2.2.3 Marketing and Delivery. As discussed above, a marketplace for attackers to trade the
digital gains from a cyberattack is the principal way for attackers to realize the benefit from
successful cyber-attacks. Today, we can observe many different dark web marketplaces available for
differentkinds of goods and services: vulnerability and exploitation [5, 76, 125], dumps, skimmers,
identities, attack tools and mules [186], credit card [65], fake tools [162] and Bitcoin [130] etc. Some
marketplaceseven allow cybercriminals to operate “single-vendor stores”, in the same way as one
could do on Amazon, eBay, or Taobao, where sellers will run their own online website to sell their
products to their clients [65].

Since there exist many different digital goods and servicesin the marketplace, determining
the priceofagoodisatypical value-added task for the hackers. Itisnosurprise thata zero-day
vulnerability will be much more valuable than a one-day vulnerability. The one-day vulnerability
is still valuable because of the observed patch delay in practice [79]. Additionally, the going price
changes based on supply and demand in the market. For example, in May 2016, due to the shutdown
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of Angler, the demand for Neutrino increased so much that the developer doubled the price per
month from $3500 to $7000 [28].

Concerns about anonymity translate to uncertainty related to product quality in the hacker
community [67, 183]. To mitigate this problem, trust and reputation plays a fundamental role in
thecybercrimeecosystem [91]. Any activity thatacybercriminal canundertake toshow thathe
orsheistrustworthy, ortobolsterhisorherreputationisextremely valuable.Itisimportantfor
the cybercriminal to make sure a potential trading partner is not in fact law enforcement; the
take-down of Shadowcrew is a “painful” example of such a situation in hacker community [55].
Some forumsare open exclusively to well-vetted usersand often require a fee tojoin, and other
forums are invite-only [183] while some forums may even request the members “musthack a
website within 3 months” to maintain the membership [135]. Some guarantors will offer vetting
services to check a prospective user’s background, contributions, and trustworthiness [56]. Like the
legitimate e-commence sites such as eBay and Amazon, some forums offer a rating system so that
members can rate each other and evaluate a potential traders’ reputation. Due to the prevalence of
“rippers” who trade dishonestly by double selling, some marketplaces, such as credit card forums,
have introduced a review mechanism to review prospective vendors’ goods and/or services and
assigna “reviewed vendor” tag asanapproval of qualityif a vendor passes thereview [67];ifa
reviewed vendor is found tohave traded dishonestly, that vendor will face punishment [183].

Cybercriminals areleveraging innovations to make their products and services more attractive,
trustworthy, and more easily delivered. For example, shifting to the “as-a-service” model has been a
significant trend in recent years [104]. These services are becoming easier and more user-friendly,
which significantly increase the resilience of cyber-attacks. The innovations in service also make it
easierforacybercriminaltorealize thebenefitfromacyberattack and significantly reduceexpected
costs as the cybercriminal can operate even further underground.

2.2.4 TechnicalSupport. Cybercrimereliesheavily onthe technical support. Asdiscussed above,
the offensive and defensive sides use similar innovations [42]. Many technologies developed for
“good” purposeshavebeen coopted by cybercriminals for less than positive ends. The firstbot IRC
wasinvented in 1988, and the firstmaliciousbotappeared 10yearslater [173]. Theanonymous
communication network technology Onion Routing (Tor) and the Invisible Internet Project (I12P)
were developed to protect privacy online [8,37], and the Bitcoin, a peer-to-peer electronic cash
system, was developed to allow any two willing parties to transact directly with each other without
the need for a third party [117]. Now these technologies have become the “cornerstones” for the
cybercriminal ecosystem.

Additionally, the well-known tools such as Application Specific Scanners, Debuggers, Encryption
Tools, Firewalls, Forensics, Fuzzers, Intrusion Detection Systems, Multi-Purpose Tools, Packet Crafting
Tools, Packet Sniffers, Password Crackers, Port Scanners, Linux Hacking Distros, Rootkit Detectors,
Traffic Monitoring Tools, Vulnerability Exploitation Tools, Vulnerability Scanners, Web Browser Related
Tools, Web Proxies, Web Vulnerability Scanners and Wireless Hacking Tools are used by both cyber-
criminals and security engineers. For example, Nmap is a very well-known open source hacking
tool for network inventory, open port checking, managing service upgrade schedules and moni-
toring host or service uptime, which is also widely used by attackers to intrude into the victim’s
network. Furthermore, many tools developed or customized by the professional organizations or
experts, even by the state-supported agencies like CIA [179] or NSA [60], may be taken and used
tostrengthen cybercriminal’sarsenal.
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2.3 Cyberattack Ecosystem: Combination of Primary Activities and Support Activities

Hence, the cyberattack ecosystem consistsnot only of the primary activities directly related to
a cyberattack, but also of the support activities that facilitate a cyberattack by reducing costs
and increasing benefits. In addition to technical vulnerabilities, attackers also target operational
vulnerabilities, the weaknesses related to the processes, policies, and humans in an organization.
However, most current vulnerability discovery research focuses on the technical vulnerabilities.
Operational vulnerability is often overlooked. Cyberattack operation activities, including target se-
lection, hacker organization, benefit realization, and resistance measures, can significantly improve
attackers’ performanceinthedigital, psychological, and monetary gains. Thehacker community is
growing in both skill and scale to offer human resources for cyber-attacks, and the marketing and
delivery activities further facilitate the benefit realization for cyberattack operation. The cyberattack
ecosystem is already embedded in a comprehensive value chain. In order to combat the modern
cyberattack effectively, beside the primary attack activities, the defensive community should also
pay special attention to these emerging value-added activities.

3 CYBERCRIMINAL SERVICE ECOSYSTEM: BUSINESS RECONSTRUCTION

With the development of service science [89], cybercrime as a service (CaaS) has become an
importanttrend for the cybercriminal ecosystem[104, 142, 155]. Thisinnovationnotonly puts
cybercriminal tools and services in the hands of a wider range of threat actors, but it also turns the
cyberattack into a business that can provide a living for a career cybercriminal [2]. Furthermore,
it restructures cybercrime activities and drives attackers even deeper underground, as activities
related to cybercrime can now be offered as independent, modular components in a cybercrime
supply chain with attackers benefiting from each component. In this section, following the value-
added processes discussed in Section 2, we will identify the relevant cyberattack services’, to
construct a systematic framework for the cybercrime ecosystem, developing an understanding of
the business and the evolution of cyberattack itself.

3.1 Service Model: Business Components for Cyberattack

A cyberattack service provider can advertise a CaaS offering specific modules related to a cyber-
attack on the marketplace to reach as many potential users as possible. A buyer can purchase
any needed services on a marketplace to build a cyberattack from scratch, or can integrate the
purchased servicesintohis orher own operation, becoming aservice provider. AsshowninFigure
2,tobuild the systematic framework for the cybercriminal ecosystem, based on the STAMP model
[119, 141], we define each service as the value-added activity that takes some inputs, and produces
anoutputusing the support tools and techniques:

Definition 4: Cybercrime Service refers to a value-added activity related to a cyberattack that
takesinputand produces output using the support tools and techniques:

O=CS(1,Q) ()

where [ refers to the input set for the service, O refers to the output set for the service, while C
refers to the techniques or tools that support or enable this service. Note that the input, output
or support are not necessarily a single-element set, and could be a multi-element, meaning that
itinvolves different types of variables, or even an empty sefj if no variable isnecessary for the
given parameters.

"In this paper, we will use component and service exchangeable.
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Fig.2. Cybercriminal Service Model. (a) Each cybercrime value-added activity can be modelled as the service
which takes input and produces output using supportive tools or techniques. (b) Two services form the
composition based on their dependencies, further constructing a loop, simplified as a double arrow for
convenience. (c) Taking the vulnerability discovery as an example, given the a target, using the vulnerability
discoverytools, thiscomponentidentifies the related vulnerabilities as the output. (d) Taking the obfuscation
and the security checker components as examples, the obfuscation component (OBaaS) uses the service
checkercomponent(SCaaS) to checkthe obfuscation’s effectiveness. Itcan continuouslyinvolve the security
checker until the security check report (SCSR) shows that the application can bypass the security software.

In the “as-a-Service” model, a cyber-attacker can concentrate on a particular value-added activity
in the cybercriminal ecosystem, becoming an expert and driving the “specialization” for the cyber-
attack activities. Cybercriminal specialists can then “commercialize” their skills as services/products
that can support use by many users simultaneously and are intuitive enough so that buyers don't
need to understand the details of their execution to use them. To overcome defensive efforts and
executeasuccessful cyberattack, acyberattack executive may combinerelated servicesso that
they “cooperate” in performing more complex tasks to improve the performance of a cyberattack.
Based on the definition above, if the output set of a service CS4 intersects with the input or support
of another service CSyp, then there will exist a value-adding path from €S, to CSp and these two
services can collaborate witheach othertoformacompositionandlend anadvantagein performing
complexattackactivities.

Definition 5: Cybercrime Service Composition. Given two cybercime services, they can col-
laborate with each others as a composition for value-adding and form a complex attack activity if
and only if there exist intersection between the output set of the previous service and the input or
support of the next service.

Note that the output set of the previous service don’t need to be equal to the input or support of
the next service. Once there exist some intersections, then they can collaborate with each other to
generate added value.

Hence, with the adoption of the “as-a-Service” model for cybercrime, specialization, commercial-
ization, and cooperation in the cybercriminal ecosystem form the crux of the cybercrime business.
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model discussed above, we will formallé/ identify the unique cybercriminal services, including those
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directly related to the primary activities and those indirectly supporting a cyberattack, and how
they collaborate with each other for the cyberattack.

In this paper, we are focusing on the added value and the business in the cybercriminal ecosystem,
sothetechnicaldetails, orcyberattacktricks, asdiscussedinmanystudieslike[15,25,26,29,132,160,
165], are out of scope. We consider the attack service as a “black box” because in the cybercriminal
service ecosystem, the buyers don’t need to understand the details of the services they purchase.

3.2 CybercrimeServicesDirectly Relatedto Primary Activities

The cybercrime services directly related to primary activities consist of the services for the primary
activities, and the related supportive activities to overcome the defensive efforts and to improve
the cyberattack performance.

3.2.1 Vulnerability Discovery as a Service (VDaa$). For the vulnerability discovery service,
giventhetargetastheinput, with the supportfromthe vulnerability discovery tools, potential
vulnerabilities of the target are identified and returned as outputs. We define VDaaS as follows:

V =V DaaS$ (T, VDT) 3)

whereTisthetarget, which canbetheinformationsystemoranemployeeinaspecificorganization,
oraspecificinformation productserieslike Window 10 operationsystem. Vreferstothe discovered
vulnerabilities related to the given target T, including technical vulnerability V: and operational
vulnerability V. VDT refers to the vulnerability discovery tools such as Metasploit, Wireshark, or
W3af. Note that the more specific the given target is, the more targeted the cyberattack based on
thediscovered vulnerability canbe.

Itisnot asurprise that in the underground cybercrime ecosystem, hackers trade their discovery
directly in the dark web [5]. However, vulnerability discovery is a non-trivial, time consuming,
uncertain, buthighly valuable task, Google evenlaunched a vulnerability research grant toreward
“security researchers that look into the security of Google products and services even in the case when no
vulnerabilities are found” [57]. Hence it is rare to observe the independent vulnerability discovery
servicesin the cybercriminal ecosystem. Only somehighly skilful hackers, especially the organized
cybercrime hackers, can offer services to help the clients, who could be nation-support agencies
like FBI, toidentify the vulnerability in the target system. Given the success of the bug bounty
programs|[75,103, 185], where organizations reward external experts who discover vulnerabilities
intheir systems and patch them before they are publicly disclosed, itis very possible that deep
in the dark web there will exist offensive-versions of “bug bounty programs” where a platform
isoffered to take advantage of the hacker community to dig the vulnerability foragiven target.
Considering the menacing targeted cyber attacks, aka advanced persistent threat (APT) [156], this
VDaaS as the offensive bug bounty programs is very likely to be reality, if not exist yet, in the
cybercriminal ecosystem.

3.2.2 Exploitation Development Service (EKaaS). Anexploitisaprogram that takes advantage
of discovered technical vulnerabilities to make a target’s systems perform in an abnormal way.
Hackers can package exploits in an exploit kit to simplify and increase the success rate of attacks.
To avoid being detected by defensive security software, exploit kits can include components to
obfuscate their true functionality. Additionally, exploit kits can integrate additional payloads to
bolster an attack on potential targets. For the operational vulnerability, the attacker can deploy the
fake WiFi, website, software, message or email to exploit the discovered operational weaknesses.
Hence, the exploit development service is the service that converts discovered vulnerabilities into
effective cyberattack weapons with the support of developmenttools. This processis described by
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Fig. 3. Exploitation Development Service (EKaaS). “Weapon development” means the service is related to
transfer the vulnerability into the weapon which can be used for attack. “VWeapon enhancement” means the
service is used to improve the effectiveness of the weapons.

the relationship below.

VEK = EKaaS(V,EKDT) 4)
where Vreferstothediscovered vulnerabilities, including technical Vrand operation Vpvulnerabil -
ity; VEK refers to the verified exploit kits, the cyberattack weapons which can be delivered to the
target; EKDT refers to the tools used to support the exploitation development process.

As shown in Figure 3, based on the independence between different components, the innovations
to increase the cyberattack performance and overcome the defensive efforts, we can dig deeper
into this exploitation development process to identify the related cybercrime services, consisting of
the “weapondevelopment” servicesto transfer vulnerability into attack weapon and the “weapon
enhancement” services toimprove the effectiveness for cyberattack.

* ExploitasaService (EaaS). Given the discovered technical vulnerability Vi, theexploit Eis
developed with the support of the exploit development tool set EDT. We can model EaaS as:

E = EaaS (Vi EDT) )

Normally, when the vulnerability is discovered, the proof-of-concept trial is also developed to
demonstrate its practicality. We can explore many verified exploitations in ExploitDB [40]. While
responsible vulnerability disclosure policy ensures the release of a patch before any details of
the vulnerability are publicly revealed, itis possible for the hackers to automatically develop
the exploitation [13] or reverse-engine the patch without the relevant details[20]. Though the
automatic exploitation generation is fairly basic now [153], it is not surprise to observe new tools
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tosupport thishighly valuable activity.
* Exploit Package as a Service (EPaaS). Given a collection of exploits E, EPaaS combines them
8 the exploitkit EK thatis potentially more effective than any individual exploii!%n'f'tg%rﬁ%h
unintelligent exploitkit, one that delivers all its exploits at once regardless of the conditions in the
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victim’s systems, may adversely affect the performance of other active exploits and increase the
possibility of detection. Meanwhile, intelligent exploit kits are developed to take into account the
target’s conditions when delivering an exploit[56]. In most exploit kits, the exploitative programs
and strategies are hard-coded, but this may not be the case for long; exploit kits can be developed
insuchaway to enable dynamic updates as conditions change. Consider the following definition:

EK = EPaasS (E, EPT) 6)

where EPT refers to the strategies and tools used to package the exploits into exploit kit.

* DeceptionasaService (DaaS). Giventhe operational vulnerability Vy, with the support of

the  development tools FDT, this component generates the fake information FI, like a fake website
[95, 178], fake emails [66, 124], or fake software [162] which can be delivered to the target. A DaaS
is defined as follows:

FI = DaaS (V,,FDT) (7)
Note thatif the V}, contains detail information about the specifictarget, like organization structure,
business process, network environment is available, the attack is referred as targeted attack [155],
and normally it will have a higher probability of success. For example, for the whaling phishing
attack in early 2016, employee payroll information was successfully stolen when an employee
voluntarily gave it away in an email to whom he thought to be the company’s CEO [112].

. Payload as a Service (PLaaS). This component offers the payloads PL involved in a cyber-
attack. A payload [24, 46, 148] canrefer to an atomic malicious program performing asingular
function, or a combination of many independent ones to offer a more complex, comprehensive
functionality. PLaaSis defined in terms of the following relationship:

PL = PLaaS (Vi, PDT) ®)

where PDT refers to the tools used to develop the payload.

. ObfuscateasaService (OBaasS).Givenanapplication, suchasexploit E, exploitkit EK, fake
information F1, payload PL, this component uses various obfuscation strategies and technologies
such as packers, polymorphism and metamorphism to reduce the chance that an application is
detected by antivirus software [59, 122, 145]. For example, the Q implementation [146, 153] can be
used to harden the exploits generated by the EaaS. Some may include security software to confirm
the effectiveness of the obfuscation [56]. We define OBaaD in terms of the following relationship:

Ao = OBaaS (A1, {OBT,SCSg}) 9)

where Arrefersto the inputapplication, such as a payload, exploitkit, exploit, or fake information
while Apreferstothe outputapplication with obfuscationmethodsapplied; OBT referstothe
obfuscation tools and strategies; SCSg refers to the interactions with the security checkers, if any.

* Security Checker as a Service (SCaaS). This component verifies whether a given application
@ bypassthe defensivebarrier froma certain security software or platform [59]. Ifan application
isdetected by asecurity software, the OBaaS component can update the obfuscation strategy until
the application goes undetected, resulting in aloop between the OBaaS and SCaaS.

SCSk = SCaas (A1,SCT) (10)

where Ajrefersto theinputapplication from OBaaS and SCSg refers to the report from the security
checker tool set SCT. For example, cybercriminals once used Google’s VirusTotal platform to verify
the effectiveness of malware [184]. Itis believed that for the Ukrainian power grid attack, the
attacker built a simulated power grid system similar to the Ukrainian power grid plant that they
were able to evaluate and test the developed firmware prior to the attack [45]. As shown in Figure
2(d), OBaaS and SCaa$S can form aloop to guarantee the effectiveness of the developed cyber
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weapons. Giventhehighvalueforthisloop,itisnotsurprise toobservethese platforms, which
may even be operated similarly to the mobile app testing cloud [53] for the mobile ecosystem.

* Repackage as aService (RPaaS). Given a list of inputs, this component packages the elements
of theinputinaverified exploitkittoincreasetheeffectivenessofanattack, withsupportfrom
obfuscation component, OBaa$, and repackaging tools. We define RPaaS as:

VEK = RPaaS (Ar,{RPT, OBS}) (11)

where A refers to the input which can be the payload PL from PLaaS, exploit kit EK from EPaaS,
fakeinformationFIfromDaaS, theoriginalbenignapplication P, or theircombinations; VEKrefers
totheapplicationthatwillbe delivered to the target for cyber attack; RPTrefersto therepackaging
toolsand strategies to enhance theinput. This component playsimportant role for the cyber attack.
Taking the playload development as an example. Since a payload may be identified by security
software, hackers will revise detected payloads using the repackage component so that they may
bypass detection on subsequent attacks [24]. This iterative process creates a so-called “family” of
payloads[24, 166]. To circumvent detection more effectively, an advanced payload protects itself
through redundant actions and encryption [122]. The malware “DenDroid” is even capable of
detecting emulated environments such as Google Bouncer [164] and the WannaCry malware can
detect whether the running environments are sandboxes [137]. This dynamic awareness is what
sets apartintelligent cyber weapons from their less sophisticated counterparts. For the exploit kit
from EPaaS, the automated shellcode placement methods are developed to generate the modified
exploitby changing or replacing the original shellcode of the existing exploit for new attacks [15].

We have discussed the main value-added components related to exploitation development in the
“as-a-service” model. The EaaS (exploit), PLaaS (payload) and DaaS (fake information) are related to
develop the weaponsto attack the victims based on the discovered vulnerability, which belongs to
the “exploitation development” activities, aka “weapon development”. Meanwhile, the EPaaS (exploit
kit package), the RPaaS (repackage), OBaaS (obfuscation) and SCaa$ (security checker) are used
to improve the effectiveness of the developed weapons, which belongs to the support activities
“resistance operation”, aka “weapon enhancement”.

Based onFigure 3, various ways can be observed that exploitation services canbe combined. For
a given cyberattack, at least one of the “weapon development” activities will be employed while
the “weapon enhancement” component is not a must. However, the more services an attacker can
effectively employ, the higher the chance of successin an attack when applying the generated
verified exploit kits: the VEK will be more difficult to detect for security programs and more effective
in the attack. Additionally, the employed services can be used simultaneously, or can be used in
different phases of amulti-step attack. Forexample, inthe Ukraine power grid cyberattack [45], the
spear-fishing emails from Daa$ (fake information), the exploit kit targeting vulnerabilities including
CVE-2014-4114, CVE-2010-3333 from EPaaS (exploit kit), the KillDisk, a destructive data-wiping
utility and the SSH backdoor to maintain persistent access from PLaa$S (payload), were used in
tandem to successfully break into the Ukrainian power grid system. In the second step of the same
attack, malicious firmware (from PLaaS) developed based on domain knowledge collected from the
distribution manage system (DMS), which was tested by the simulated power grid system (from
SCaaS), was uploaded to the system and to attack the ICS components.

3.2.3 Exploitation Delivery Service (EDaaS). As shown in Figure 4, the purpose of these activities
istodeliver the exploitative programs VEK from EKaaSto the targeted systems. Effectively, EDaaS
serves as a pipeline for the cybercrime ecosystem, consisting of the following components:
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Fig. 4. Exploitation Delivery Services. “Delivery” refers to the services serving to support the exploitation
delivery. “Reusage” refers to the services repurposing gains from previous successful attack. “Infrastructure”
refers to the network infrastructures which are operated by network infrastructure operators and serve as
the pipeline.

. BotnetasaService (BNaaS). As presented in [136], given a list of compromised machines,
called zombies, adeveloper can use tools, such as Zeus and Aldi, toimplement a Botnet thatis
controlled by a human operator, the bot-master, in some cases through Command and Control
(C&C) channels. To improve resilience with respect to being taken down, a bot-master may use
tools such as multi-hopping, ciphering, binary obfuscation, polymorphism, IP spoofing, Email
spoofing, and fast-flux network to maintain and update abotnet. We can formally define the botnet
service componentas follows:

BN = BNaaS(Z,BNDT) (12)
where Z refers to a set of zombie machines, BN refers to the botnets, BNDT s the tool set to develop
and maintain the botnet [136].

* TrafficRedirectionasaService (TRaaS). Using thiscomponent, incoming web traffictoa
Pe cific address will be redirected to a server hosting the verified exploit kits, which is a fundamental
component for the “drive-by-download” mechanism. A typical example is search-engine poisoning,

in which cyber-criminals compromise links to popular websites and redirect search traffic to the
other websites [73, 178]. We formally define TRaaS as:

TRo= TRaaS (TR;{TRT, BN}~~~ "~~~ (13)
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where TRy refers to the original traffic target, and TRo refers to the redirected traffic target, TRT is
the traffic redirection technique [54, 168] and BN can be used to construct a fast-flux network to
iﬁ;port trafficredirection[71]. K. Huang etal.

. Bulletproof Hosting as a Service (BHaaS). Bulletproof hosting services, such as Russian
Business Network, McColo, Troyak, and Vline[83], arealotmorelenient about the contentshosted
on their servers so that the attackers can host any kind of materials on them without worry about
being taken down: the service provider must make the servers harder to seize and be inconspicuous
enough to avoid calling the attention of authorities [106]. Furthermore, the providers intend to
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hosttheseversincountries withmorerelaxedlawstomakeiteasiertoevadelaw enforcement
[17]. Supporting by the botnet, some providers will hire the compromised servers out until they
are discovered [106]. This kind of service is used by cybercriminals as the “gang’s hideout” and is
widely available in the underground market due toits emphasis on anonymity.

VEKo = BHaa$S ({VEK;, TR}, {BHT, BN}) (14)

where BHT refers to the tools and strategies that protect the servers, such as located offshore,
moving among different service providers, registering and dropping network blocks frequently [7],
making them “bulletproof”.
* Trafficas a Service (TAaaS). This component may use many servers or sources, typically
the botnet BN, to generate the traffic for the given target. One typical scenario is the well-known
DDoS attack [80] which flood the bandwidth or resources of the targeted system, usually one or
more web servers, with traffic from multiple compromised systems. For example, on October 21,
2016, abotnet consisting of tensof millions of Internet-connected devicesinfected by Mirai flooded
Dyn’sservers, resulting in 11 hours of blocked access to popular websites such as Twitter, Spotify,
Netflix, Amazon, Tumblr, Reddit, and Paypal, among others [16]. Another typical application for
this componentis in an advertising fraud scheme, in which fake traffic generates vast amounts of
undeserved revenue [50]. We formally define TAaaS in terms of the following relationship:

TA = TAaaS(BN, TGT) (15)

* Reputation Escalation as a Service (REaaS). For the “software distribution” mechanism, to
InC T'ease the exposure of the malicious applications, this component will exploit the vulnerability of
the current recommendation system [151] to craft a fake reputation [182] for the given application,
forexample, downloading the software and posting fictitious positiveratingsand reviews.

FR = REaa$ ({A1,TA},RS) (16)

where Ajrefers to the given malicious applications and TA refers to the traffic used to generate the
fake reputation FR; RS refers to mechanisms to establish reputation on a given platform.

3.2.4 Multi-step Attack Service (AaaS). Once a target’s systems are compromised, the avenue
for attack is open and cybercriminals make their entrance seeking benefits of the following forms:
digital gains (GD) including intellectual property, sensitive information, domain knowledge, com-
promised machines, or even a targeted user who can be manipulated; psychological gains (GP)
affecting reputation, and monetized forms of benefit (GL) from damages incurred by targets. When
performing a cyberattack, a cybercriminal must hide the attack from detection using an obfuscation
strategy (OBS) informed by relevant domain knowledge (DK). Examples that have already been
discussed include the attack on the Bangladesh Bank’s (BB) SWIFT payment system [152], where
attackersclearly exhibited knowledge of SWIFT operations whichmaybe fromwilling - or coerced
-domain experts, and the Ukraine power grid attack [45], in which power grid network structure
informationisbelieved tohave been collected in previous attacks. Considering the necessary
human resources (HR) services supporting a cybercrime operation in addition, we can define the
component representing the attack itself as follows:

{GD,GP,GL} = AaaS ({VEK, TA},{OBS,HR, DK}) (17)

Untilnow, wehaveexplored the value-added processesof the primary activitiesand the directly
related supportive services, behind a cyberattack. In the following sections, we will discuss the
supporting components that are not directly related to a cyberattack, but nonetheless critical to
operationsin the cybercrime ecosystem.
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3.3 Cybercriminal Services Indirectly Support Primary Activities

Beyond theservices that support the primary activities discussed above, there are supportservices
related to benefit realization, focusing on monetization of cyberattack gains on different market-
places. Personal profile information can be listed for sale or exposed publicly on underground
markets to damage the organization orindividual to whom the information belongs [123]; domain
information are extremely valuable for the targeted cyber attack [156]; compromised computers
can be sold to assemble a botnet [136]; the stolen tools can be used to construct the toolkits which
offer “one-stop-shop” tool support[82]; while an manipulated person can serve as the money mule
[72]. Psychological gains can help attackers build a reputation for themselves in the underground.
Furthermore, to mitigate the identity and quality uncertainty [183], the reputation and pricing
systems are important for the cybercriminal ecosystem. For loss-based gains, attackers can collect
benefitsdirectly fromtheir victims;however, ifit provestoo difficultorrisky forattackerstointeract
with victims to realize benefits, attackers can opt to trade the potential benefit on the market,
supported by the value evaluation services. For example, a group of underground cybercriminals
created Ran$umBin, a dark web service to monetize ransomware attacks that allows cybercriminals
toupload stolen data, motivating victims to pay to getback their stolen data [126]. Finally but
straightforwardly, offering the marketplace to enable the trading is a fundamental component for
the cybercriminal ecosystem. Hence, as shown in Figure 5, we can identify the additional re-usage
components beside BNaaS for the digital gains, and the marketplace components.
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Fig. 5. Marketplace and Gain Repurposing. “Marketplace” refers to the services to enable the trade for benefit
realization while “Reusage” refers to the services which repurpose the digital gains from previous successful
cyber attack to facilitate the further attacks.
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digital gains from the successful cyber attacks into services which can be reused to facilitate the

further cyberattack.
. Personal Profile as a Service (PPaaS). This component offers personal profile PP about

targets such as passport numbers, driver’s licenses, email accounts, social media accounts, or credit
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card numbers. Any personal information I, that can be used to build a complete personal profile,
for an individual or an organization, can be included in this component, whether it comes from
data breaches [176] or public sources on the internet, such as social media pages.

PP = PPaaS (I, MDF) (18)

where MDF refers to the multimodal data fusion [86] that can be used to manage and analyse the
collected data.Itisextremely valuablebecause different datasets caninteractand informeach
other [23] to offer value-adding information about the targets. One typical application could be
offering the detailinformation for the givenindividual or organization for thebuyerswhich canbe
used for further attack, especially for the whaling phishing attack [66, 72].

. Domain Knowledge as a Service (DMaaS). This component refers to domain information I4
gained from pastattacksto offerspecificknowledge DK relevant to future attacks with the support
of the developing data manage and analysis technology MDF.

DK = DMaaS (I, MDF) (19)

Thebasicform of the domainknowledgeis the step-by-step guidances for cyberattack. Inspired by
the emergences of the WikiHow, eHow, Howcast etc. which offers extensive information about
how-to tasks, as well as the development of the knowledge graph techniques [34], the DMaaS in
the cybercriminal ecosystem could evolve into the similar how-to knowledge systems which can
beused across different scenarios.

. ToolPoolasaService (TPaaS). Cyber-attacks, liketherecent CIA breach [179] or NSA cyber
incident[60], and the HackerTeamhack [68], canresultin cybercriminals gaining access to hacking
toolsused by the targeted organizations that can be repurposed and applied in future cybercrimes.
Hacker communities, often cybercrime groups ornation-support groups, will collect these tools Tr
and developnew variantstoaddresstheirspecificgoals. Since these tools canbenefit theentire
cybercrime ecosystem by facilitating new attacks, it is no surprise that toolkits or platforms TKo
on the dark web exist to facilitate the access to these tools. For example, the “Shadow Brokers”
announced toofferasubscription-based service [82] with access to up-to-dateexploits gained from
the NSA cyber incident. We can formally define TPaaS as:

TKo = TPaas (T1, TMS) (20)

where TMS refers to the technology enabling tool customization and management.

. Target Selection as a Service(TSaaS). As discussed above, informed target selection is very
valuable in the cybercrime ecosystem, because it significantly reduces the cost and increase the
benefitfromthe cyberattack. Given the potential applications of personalinformation and domain
knowledge, as well as the development of advanced data analysis and artificial intelligence, the
emergence of target selection as a service is a reasonable and valuable for the cybercriminal
ecosystem [107]. We formally define TSaaS as follows:

Tu= TSaaS ({PP,DK}, MDF) (21)

where Threfersto theidentified valuable targets, which may even be ranked according to the
differentvalue for differentattackers.

3.3.2 Marketplace Service. To support monetization efforts on dark web marketplaces, bullet-
proof servers are necessary to guarantee the availability and reliability of these services. The
following components are important to bridge the gap between the dark web and legitimate busi-
nesses by money laundering, mitigate the identity through reputation system and reduce quality
uncertainty by value evaluationand pricing.
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* Money Laundering as a Service (MLaasS). Given the illegal, “dirty” money Mp from a
cyb erattack, this component makes use of amoney laundering network MLN to make it appear as
though it was earned by legal means Mc. We define MLaaS$ as follows.

Mc = MLaaS (Mp, MLN) (22)

Note that the Mc could also be in the form of digital currency, such as Bitcoin [84] since Bitcoin can
be easily cashed out via digital currency trading platforms such as BTC-E or exchanged with each
other [130]. MLN refers to the money laundering network consisting of many money mules, who
make available their own bank or digital accounts to be used as conduits for transferring money
outofthe cybercrimeecosystemforafee[31,49,72].

* MoneyMuleRecruitingasaService (MRaaS). Torecruitthe money mules whowillmake
Up @ money laundering network, the mule herders, those who establish connections with would-be
money mules, send out believable fake emails advertising normal jobs such as Financial Department
Managerand contactagaintheoriginal recipientswhorespond to theemail. Theseindividuals will
be trained and brought into the money laundering network [158].

MLN =MRaa$ (HZ, TS) (23)

where HZ refers to the people acting as the money mules in the money laundering network MLN,
who could be tricked tojoin the network becauseitisan acceptable “job” for them especially if
they are unemployed [1]. TS refers to training support, including tools and related knowledge.
Normally, the DaaS component is a prerequisite for the MRaaS component, since MRaaS relies on
creatingand distributing fake emails.
* ReputationasaService (RaaS). As previously discussed, reputation is very importantin
cybercrime ecosystem as it serves as a metric to mitigate the uncertainty associated with
dealing users who hide their true identities [183]. As a result, most marketplaces, especially forums,
incorporateareputationmechanismintotheircoreservicethatgeneratesareputationratingbased
onauser’spreviousinteractionsinthemarketplace. Towarntheunderground visitorstostay away
from fraudsters®, some third-party services such as Ripper.cc and Kidala.info [167] were developed
to maintained a database of rippers.

R = RaaS ((GP,RR},RS) (24)

whereGPreferstothe previousconducted attacksofthegivenuser while RRreferstotheinteraction
records, R refers to the user’s reputation determined by the reputation evaluation mechanism RS
which can be similar to the mechanisms [151] employed by alegitimate business.
* ValueEvaluationasaService (VEaaS). Similar to alegitimate business, judging the value
of goods traded in a marketplace plays a fundamental role, mitigating the risk associated with
quality uncertainty [183]. In the case of credit cards, the quality of a stolen card may depend on the
credit limit of the account, and this will drive the price. Recently, Fatboy, a new ransomware-for-
hire scheme, automatically adjusts its ransom demands according to the Big Mac Index, a way to
measure the extent to which currencies are overvalued or undervalued [58]. Additionally, some
cybercriminals use scanned documents, such as passports or driver’s licenses, to confirm other
users’identities. Forexample, ahackermay verify aPaypalaccount withascanned copy of the
purported owner’s passport [56].

PGo =VEaaS ({PGr, R, VI}, VES) (25)

8In the cybercriminal ecosystem, itisnot clear who are the “good guys” and “bad guys”. A “fraudster” can be actually alaw
enforcement associate trying to track down hackers [183]. The attackers can even condust attacks against each other [27].
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where PG refers to the goods offered by the providers on the marketplace; R refers to the seller’s
reputation; VIrefersto the verify information which canbe part of the personal profile from PPaaS;
VESis the methodology to evaluate the value to determine the good's price PGo.

. Marketplace asaService (MPaaS). Asdiscussed above, the marketplaceisafundamental
component, serving as the trading place to realize the benefit from the cyber attacks. It serves as a
pipeline to transfer the gains from a successful cyberattack into input for many different types of
services which can facilitate the further cyber attack, and the monetary benefit which can be made
aslegal through moneylaundering.

{Go,Mp} = MPaaS$ (G1,{MMT, BS,RR, PG}) (26)

where Grrefersto the products or services traded in the marketplace, which can be the digital gains
GD or the loss-based gains GL from a cyber attack. Note that each service mentioned in this paper
can also be traded in the marketplace, including the MPaaS itself can also be available in the dark
web tobuild a specific marketplace for some attackers. Go refers to the different types of materials
like personalinformation/,, domaininformation /4, stolentool set T), compromised machines
Z, manipulate human HZ. Mp refers to the illegal monetary benefit the seller achieve from the
trading; MMT refers to the tool and technique to build the marketplace in the dark web, BS refers
to the bulletproof server to host the marketplace; RR refers to the seller’s activities records while
PGreferstothe evaluate value for the goods, representing the support from the RaaSand VEaaSto
mitigate theidentity and quality uncertainty.

3.3.3 HumanResource Service. The main functionality of humanresourcesis to trainnovice
hackers so that they attain the necessary skills to participate in cyber-attacks, and to recruit new
hackers to join the community or to participate in a specific cyberattack. As shown in Figure 6, it
consists of the following two main services:

[ Human Resource
Hacker Resource
(HR)
Training
Support Hacker Resource
L
ay —— HRaaS HR)
Domain
—| HTaaS
Knowledge ( Reputation
Novice Hacker ’
(NH) Hacker Recruit Tool
Certificated Hacker (HRT)
HRaaS: Hacker Recruiting as a service HTaaS: Hacker Training as a service

Fig. 6. Human resource service. These services prepare the necessary human resource for the cyber attack
business through training and recruiting.

* Hacker Training as a Service (HTaaS). Given specific domain knowledge related to a
cyberattack, this component helps a hacker, especially a novice hacker, gainskills relevant to
cybercrime and become a qualified member in the hacker community. In its most basic form, HTaaS
offers step-by-step guides or online school like OnionIRC [52]. Nowadays, it has grown into an
industry ofitsown, andisnotnecessarily anunderground activity oranillegal businessat this
point. For example, the offensive security provides the “true performance-based penetration testing
training” [147] offering certifications once training is completed, and even runs abug bounty
program to reward those who find qualifying vulnerabilities in their sites. We formally define
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where NH refers to the hackers without the specific hacking skill, who are normally the novice in
the community; CH refers to the hackers gaining the necessary skills, namely certificated hackers;
DK refers to the necessary domain knowledge; TS refers to the tools or platforms supporting
training; HR refers to the hackers who can offer the training materials, such as personal experience,
domain knowledge, or mentorship.

. Hacker Recruiting as a Service (HRaaS). Cybercriminals may need to recruit additional
hackerstocollaborateonaparticularattack. Asanexample, anation-state sponsoring acybercrime
operation may hire non-affiliated hackers to carry out an attack, reducing the political risk that
accompanies the sponsorship of cybercrime [154]. We define HRaaS as follows:

HR = HRaaS$ (CH, {R, HRT}) (28)

where HR are the hacking resources that can be used for an attack while CH are the available,
certificated hackers; R refers to support from the reputation system RaaS; HRT refers to the tools
or platforms to recruit the reliable hackers to join the group or to participate into a cyber attack.

3.4 Cybercriminal Service Ecosystem Framework: Systematic Understanding of
Cyberattacks

Following the value chain model presented in Section 2, we have identified 25 different services ’
related to cybercrime activities in primary and supporting roles. Using the definitions about service
composition discussed above, we can combine these services, preserving their dependences, to
form the systematic framework shown in Figure 7.

It canbe seen that the cybercrime ecosystem can be viewed as a complete cyber-threat capability
supply chain. “Weapon Development” activities transform discovered vulnerabilities from “Vulnera-
bility Discovery” into effective weapons by “Exploitation Development” for cyber-attacks. “Weapon
Enhancement” activities make a cyberattack more powerful and better suited to avoid detection,
which are components of the “Resistance Operation”. The “Delivery” activities represent the act
of delivering cyberattack weapons to their targets. “Marketplace Support” activities create the
platforms for cybercriminals to trade the gains from successful attacks, while “Reusage” activities
re-purpose these gains to enable further attacks, serving as the “Benefit Realization” componentin
the value chain. “Human resource” activities represent human resources that support the cybercrime
ecosystem. Finally, the toolsand platforms to support theseidentified services are parts of the
“Technology Support” inthevalue chainmodel.

In the following section, we will present how this cybercriminal service ecosystem framework
can help us to systematically understand the hacking innovations of the cyberattacks which can
change the “Cat-and-Mouse” game for cybersecurity defense. Additionally, we can identify two
example strategies, if implemented, can help to more effectively combat cyberattacks and build a
more “cyber-immune” world.

4 IMPLEMENTATION
4.1 Change the Cat-and-Mouse Game: Understand the Hacking Innovations

Using this framework, we can systematically understand the hacking innovations in thecybercrimi-
nal ecosystem, including the development of these cyberciminal services, the evolving cyber-threat,
and the emerging services, like “cyberciminal service composition asaservice”.

“Please check the Appendix to see the glossary.
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Fig. 7. Cybercriminal Service Ecosystem Framework: systematic understanding of the cyberattack business based on the identified services and their
dependencies, including 25 services, their supported tools and two related network infrastructures.
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4.1.1 Cybercriminal Service Development. Based on the above discussions, we follow the value-
added processes to construct the cybercriminal service ecosystem framework'’ and we can observe
cases for most identified services in the dark web. Those that were not yet observed in the cy-
bercriminal ecosystem are related to the supportive activities, like the services related to hacker
organization, target selection and benefit realization. A possible reason for this is that these sup-
portive activities are not offered as independent components and are much deeper underground,
because they are not related directly to the cyber-attacks. For the vulnerability discovery services,
due to the high uncertainty for vulnerability discovery, we have not observed instances in the dark
webduring ourresearch.

The offensive side and the defensive side are using similar innovations, and the innovations
in legitimate businesses can drive the evolution of the components in the cybercriminal service
ecosystemsothattheattackerscantapintothebenefitof these developments. Hence, itisreasonable
toexpect that, if they donot already exist, the offensive versions of legitimate defensive techniques
will emerge for the cyber-attacks, either trading on the dark web or used by the organized and nation-
supported cybercrimes. We can find similar applications and scenarios inlegitimate businesses to
predictdevelopments of the cybercriminal services as follow:

. Forthe “hacker organization”, hacker assignment tools resembling project management
applications can be used to organize hackers involved in an attack;

. For “vulnerability discovery”, inspired by the rapid growth of the bug bounty program plat-
forms, itispossiblethatwewillobservesimilarapplicationsinthedark webtotakeadvantage
of wisdom from the whole hacker community for a targeted cyber attack. Additionally, ser-
vices which can diginto the operational vulnerabilities [119, 140, 141] could emerge and
prove attractive to attackers;

. For “targetselection”, giventherapid growthofthe targeted cyberattack [98,107,156], targets
ranking based on value can spread to, and prove popular, in the dark web;

. “Repackaging” to produce a verified exploit kit, including the EPaaS and RPaaS, requires

specificskills and some attackers are doing by themselves. However, with the development

ofthetechnology, itisreasonable to expect that platforms will emerge to make the repackage
much easier, or offer related tools to help the attackers to do this task in a more effective way

[13,20,153];

Providing the “security checking” platform for testing, similar to the emerging mobile app

testing cloud in mobile ecosystem [53], can increase the succeed rate of cyber-attacks;

For “domain knowledge” services, the most likely services we may expect to observe would

resemble the “how-to” knowledge systems similar to the emerging online platforms like

WikiHow, eHow and Howcast[34];

Many comparison shopping websites [63] help the customers filter and compare products

based on price, reviews and other criteria. It can be expected that similar “valuation” services

will emerge on the dark web to help cybercriminals choose the most reliable components,
and to help sellers competitively price their goods;

For the “personal profile” services, the available data from data breaches and social media, as

well as the development of the multimodal data fusion techniques, will further enable new

services that will offer value-added information on the given targets when requested.

Hackersmay even offer cloud-style “bulletproofservers” [106] onthe dark web to tap into

the benefit of cloud computing [12];

10please refer to Figure 9 in Appendix for the details about the mapping between the value chain model and the ecosystem
framework.
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. “Tool-kit platforms” will emerge to collect the hacking tools, especially those developed or
customized by the highly skilled hackers or nation-supported hacker organizations, and make
them available even in a “one-stop-shop” style [2, 19, 171, 186] to enable the attackers to do
somemoredestructiveattacks.

Additionally, based on the presented framework, we can expect the rapid growth for these
services. Wehave already observed an increasing number of data breach incidents in recent years
[176] and this trend is unlikely to change in the near future. The development of the multimodal data
fusion technologies [34, 86] including machine learnings, data analysis, knowledge management
technology etc., will further enables the growth of the PPaaS (personal profile) and DMaaS (domain
knowledge) in our framework. The website “Have I been pwned?” reports that about 3,806,000,000
accounts from 220 websites have been compromised as of June 14th, 2017 while the number is
stillincreasing. It can be expected that these two components will become increasingly active
and common in the underground cybercrime community. The development of PPaaSand DMaaS
will further drive the development of TSaaS (target selection), which itself is an input to the
“weapondevelopment” process for targeted cyber-attacks. Using the semanticsocial engineering
attack as an example [66, 72, 124], we see an evolution from large-scale phishing emails using
templates, to spear-phishing emails that are formatted for a specific user by taking into account
that person’s personal profile. Spear-phishing attacks are trending toward targeting high value
victims, driving the evolution of whaling phishing. In the future, with the development of the TSaaS
(target selection), the cost for whaling phishing will significantly reduce so that it is expected to
observelarge-scale whaling phishing attacks. In general, we can foresee an emergence of more and
more personalized, large scale cyber-attacks as target selection services become more advance.

Another growing component in the framework is “Repackage-as-a-Service (RPaaS)”, which finds
itself at the crossroads of many value-added paths. If this kind of services is already available on
the dark web, itis very possible that we will experience a significant number of new malware
attacks relying on repackaged payloads and new obfuscation methods. It has been observed that
traditional security technologies such as firewalls and intrusion detection systems are limited in
their capabilities to defend against the threat posed by evolving malware [29, 46, 165]. The defensive
sideis constantly having to catchup with the emergence of new malware, butif malware detection
approachesweretotakeintoaccounttherepackaging trend, identification of new malware and the
level of readiness in the face of malware cyber-attacks need to be improved. For example, the use
of the artificial intelligence in programming, like neural programmer interpreters (NPI) [134] and
Decoder [14], could support the automatic malware generation so that the detection approaches
can be developed before the malware is available in the wild.

4.1.2 Cybercriminal Threat Development. Toevaluate whether the presented framework can
thoroughly describe the cybercriminal ecosystem and serve as a tool to study the evolving cyber
threat, we consider the cyber threats discussed in the McAfee Labs 2017 Threats Prediction report
[107] as an example. This McAfee report proposes 14 predictions for cybersecurity developments
in2017.Notall predictions are related to cyber-attacks, and we only consider those related to
cybercrime, mapping them into the presented framework to understand the cyber-threats they
pose'l. Those specially related to the potential defense efforts, such as “Leveraging increased
cooperation between law enforcement and industry, law enforcement takedown operations will put a
dent in cybercrime” or “Threat intelligence sharing will make great developmental strides in 2017”, are
notincluded inthe following discussions.

U1please refer to Figure 10in Appendix to see the detail mapping of the cybercriminal threats to the ecosystem framework.
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. Ransomware Attacks, especially to compromise business processes. Ransomware at-
tacks continue to pose a significant threat. Often, the victim of a ransomware attack will be
redirected to a server where an exploit kit, such as RIG or Neutrino, is hosted. The exploit kit
capitalizes on vulnerabilitiesin the victim’s systems toinstall adownloader, opening the door
for the attacker to activate a ransomware payload like Wana DecryptOr, Locky, or CryptoWall to
lock the victim’s computer and compromise the business continuity of the victim’s operations. It
canbeseenthatthisthreatfollowsapathinour frameworkinvolving EPaaS (exploit package),
DaaS (fake information), PLaaS (payload), RPaaS (repackage), TRaaS (traffic redirection), BHaaS
(bulletproof server), BNaaS (bot net), AaaS (multi-step attack), MPaaS (marketplace) and MLaaS
(money laundering).

Social engineering attacks accelerates by machine learning. With greater accessibility
t0 machine learning technology, the FBI-labeled Business Email Compromise (BEC) scam [105],
in which the scammers target employees with access to company finances and trick them into
making wire transfers to bank accounts thought to belong to trusted partners, has become much
more prevalent due to the available information to manipulate the target’s perception. Based on
data gathered from databreaches, social media, public disclosures, as well as domain knowledge,
cybercriminals can train a model to identify valuable targets, and then generate convincing fake
messages for a semantic social engineering attack. This threat begins at PPaaS (personal profile),
and DMaa$ (domain knowledge), makes use of TSaa$ (target selection) and VDaaS (vulnerability
discovery) to identify the operational vulnerability in the specific targets; and finally relies on the
DaaS (fake information) to generate persuasive but fake message for the attack.

* Fakereputation generation by botnet. Reputation systems are an important component

of any digital community. Due to the vulnerabilities inherent in a reputation system, services to
falsify a user’s reputation are available and growing in scope. To support this activity, a botnet,
no matter if constructed by infected machines, or physical servers located in data centers, can be
used to generate thefakeclicksor commentsthatincreaseauser’sonlinenotoriety. Thisattack
represents the application of the online traffic, involving BNaaS (botnet), TAaaS (traffic) and REaaS
(reputation escalation).

* Adwarstechnology to boost malware delivery capabilities. Advertisersdisplay adsin
hop es that a user will click on them. Once the ad is clicked, a user profile is generated that allows
for targeted advertisements, and greater revenue for advertisers. This technology will likely be
used by cybercriminals to redirect traffic to a compromised website, representing the recent growth
of TRaaS (trafficredirection).

. Privacy explosion by hacktivists. The data breaches are expected to increase, targeting at
some of the corporate clouds that contain customer data. Stolen data is sure to bring profit to
cybercriminals, meaning that PPaaS (personal profile) will become more accessible.

. Cyber threats to hardware, firmware, drone, mobile ecosystem, and loT increase while
attack to Windows subside. This threat prediction discusses about cyber threats to the different
targets with different technical environment, which is related to the TSaa$ (target selection).

These threats can be mapped into our framework. Hence, the presented ecosystem model can
serve as a tool, allowing us to think systematically about the evolution of cyber-threats. More
importantly, these threats are not independent, in fact, they form the reinforcement loops, including
the reuse of the compromised machines, stolen tools, stolen information and the hacking experience,
by which each threat reinforces and empowers the others. Note that the McAfee report does not
consider many components related to cybercrime support activities, although we understand them
tobe very importantin the systematic understanding of cyber-threat evolution. Forexample,
understanding of the OBaaS (obfuscation) [145] will be very important for the security software
providers to prepare before the attacks. The development of the money laundering network driven
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by theuse of digital currency inthe cybercrime ecosystem [21] willalsobring change toapproaches
usedinbenefitrealization.

4.1.3 Profitability of Cybercriminal Business: the Emergence of Composition Services. As
discussed above, components involved into the cyberattack are offered as services that a would-
be attacker can purchase on the dark web to equip themselves for an attack. To analysis the
profiability of the cybercriminal business, as shown in Figure 8, we use the ransomware attack as
an example. The price of each involving service are based on the observed instances in the dark
web. For the benefit, we use the indicators from the Angler revenue reported by Cisco [35] as a
baseline but make a muchmore conservative estimate acknowledging the defensiveefforts.

* Costs of sample services. Torun a ransomware attack as a business, a cybercriminal can
buy BNaaS (botnet) for $999 per month, a traffic redirection protocol for $600, six servers as a part
of BHaa$ (bulletproof server) for $1,800 per month, access to the Neutrinoexploitkitin EPaaS
(exploit package) for $4,000, aransomware payload with customersupportin PLaaS (payload) for
$3,000 and the traffic redirection service TRaaS to redirect victims to servers for $600 per month.
To further increase the effectiveness of an attack, a cybercriminal can hire a qualified hacker from
HRaaS for $2,000 per month, and employ an obfuscation service from OBaaS to repackage the
exploit kit and payload for $600 per month. Finally, to reduce risk of arrest, services to monetize
benefits in the wake of a cyberattack as a part of MLaaS (money laundering) can be accessed for a
fee of $400 and 40% commission on processed funds.

Cost ($/m) Benefit ($/m)
BNaa$ 999 REdi'lB‘;‘ﬁ:)U“' 0k
BHaa$ 1800 REdi:":?;:,U“' 300K/m
EPaa$ 4000 Success Rate 10.00%
PLaa$% 3000 Pay Percent 0.50%
TRaa$ 600 |£:;Ie':L;Zn;:§r:] |94551“;Tﬂ]
HRaa$ 2000 Ransom Money 300
OBaa$ 600
MLaa$ 400(+40%

Toutcon_isam | TR v
Net-Benefit ($/m) [1,5579!96,%1;
RoI (125,%;'25.23?%)

Fig. 8. ROI for the Ransomware Attack Business: Value of the cybercriminal service composition. Blue color
means that the monetization service request 40% commission from the benefit the attacker gains. Red color
refers to the case that the number of victims who pay the ransom from Angler Revenue Report [35] is used. In
this case, the ROI (12,682.30%) is much higher than the best performing company, Cheniere Energy Partners
Lp Holdings, Llc (7020.69%) in August 2017 reported by CSIMarket [39].

* Example of Return on Investment (ROI). For calculating benefit, we assume that 30,000
Pe opleareredirected per day, of which 10% are victims of aransomware attack where 0.5% of
victims pay a $300 ransom. Though only 450 victims (0.05% of total users redirected) will end up
paying the ransom over a period of one month (30 days), this brings the cybercriminal’s monthly
earnings to $135,000. We can see that the Return-On-Investment (ROI), even when only a small
proportion of people end up paying a ransom, is as high as 504.52%, an impressive ROI for a business.
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Using the reports from CSIMarket [39] for comparison, the highest industrial ROI, which is from
the Tobacco industry, is only 50.63% in August 2017; in fact, this theoretical cybercrime operation
would be ranked as one of the top seven best performing companies in the world in terms of ROL If
we use the numbers from the Angler revenue report which shows that 9,515 users pay the ransom
per month, a number more than 20 times larger than the 450 users dictated by our assumptions,
then the ROI of this operation would be 12,682.30%, which is significantly higher than the highest
ROIfrom Cheniere Energy Partners Lp Holdings, L1c (7020.69%) in August2017.

. Cybercriminal service composition as aservice. Hence, we can conclude that combining
separate services to perform a cyberattack has great value for cybercriminals. This motivates the
emergence of “cybercriminal service composition as a service”. In this scenarios, the attacker can
collaborate and apply services available on multiple dark web marketplaces and combine them
together to offer a “one-stop shop” style service, which will continuously reduce the barriers to
entry of cybercrime and performing complex cyber-attacks. More importantly, this development
also allows cybercriminalsinvolving in the cybercrime ecosystem to focus on the parts of the value
chainmodel at which they arebest, and provide their expertise as aservice to other cybercriminals.
Following this “specialization, commercialization and cooperation” trend, cybercriminals have been
able to hide themselves even deeper in the dark web, and in certain cases, some of their activities
may no longer be characterized asillegal.

More importantly, this framework can not only help us to systematically understand the cy-
berattacks, but also inspire several strategies to more effectively combat them. Due to the space
limitation, we will take the control pointidentification and responsibility sharing astwoexamples.

4.2 StrikingtheDark Side: Identifying Control Pointsto Improve Effectiveness

Tounderstand the dark web itself is a step in the right direction in the effort to stymie the growth of
the underground cybercrime ecosystem; however, this is more easily said than done, as collecting
data on dark web activity proves difficult [66]. The “honeypot” is a technology to detect, deflect,
or counteract attempts to use information systems in an unauthorized way, and many honeypot
systems have been used to reveal information from how and why cybercriminals intrude into
certain systems, to what threats exist or are developing in the wild [4, 29, 118]. The Telekom-
Fruhwarnsystem project [118] was launched in 2013 to establish a worldwide multi-honeypot
platformto collectunbiased quantitative data that would present arealistic picture of internet
threats. The data the system collects is related to attack profile, and describes the attack’s sources,
vulnerabilities it exploits, tools it employs, and level of sophistication. The HoneyCirculatior monitor
system behaves like a compromised systems to collect the malware, bait credentials, fraudulent
access and compromised web content[4]. It can be seen that these honeypots are purposefully
planted in certain corners of cyberspace to target certain cybercriminals, as described by AaaS
(multi-step attack). Some researchers have also tried to understand exactly what goods are traded
on the dark web [6, 33, 76, 186], focusing on MPaaS (marketplace).

Based on the presented cybercrime ecosystem framework, if we can rig with “honeypots” the
important control points in the cybercrime ecosystem, representing the value-added paths of the
cyber-threat supply chain, we can achieve a better understanding of the underlying economy of
cybercrime and profile what has until now been the “dark side” of a cyberattack. Inspired by [36],
we can define the control point as the critical components which can support the other components
in the cybercrminal service ecosystem.
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Definition 6: Control Point Services. A cybercrime service is considered as a control-point
service, if and only if its output can be the support for another service.

Hence, it can be seen from the framework that followings are control-point services in the
cybercriminal service ecosystem'”

. OBaaS (obfuscation), work with SCaaS (security checker) to circumvent detection, which can
bypass the effort from defensive side to improve the success rate for a cyber attack.

. BHaaS (bulletproof server), offers bullet-proof server access to improve the resilience of the
underground economy.

. HRaas (hackerrecruiting) recruitshackerstojoin the cybercriminalecosystemor participate
into a cyberattack.

. BNaas (botnet) provides botnets to support numerous components in the ecosystem, which
isafundamental infrastructure for the cybercriminal ecosystem.

. MRaaS (money mule recruiting) constructs the money laundering network to transfer the
illegal money into legal one, acting as the connection between the underground economy
and thelegitimatebusinesses.

. DMaaS (domain knowledge) yields necessary domain knowledge, PPaaS (personal profile)
reveals personal information, and TPaaS (tool pool) offers tools that supportotheractivities.

Ifthe defense side canbuild the “honeypot” styleservices for these control points, itcanhelp
the cybersecurity community, the defensive side, more effectively understand and monitor the
evolution of the cybercrime ecosystem. For example, the infrastructure developed by Onaolapo
etal. [123], which plant the honeypot in the PPaaS, can be used to monitor how compromised
Gmail accounts are used on the dark web. This research reveals that cybercriminals tend to evade
security mechanisms employed by online services meant to flag suspicious logins, and proposes
a behavioral model based on the contents of search queries that could signal malicious activity.
Taking down these control point components, especially the reuse related components including
BNaaS,DMaa$, PPaaS, TPaaSand MRaas, canalsohelp tobreak thereinforcementloopsinthe
cybercriminal ecosystem.

Furthermore, such a scheme could also help law enforcement associates collecting critical evi-
dence to convict cybercriminals and strike at the heart of cybercrime business. More interesting
aspecthereis that given the uncertainties related to identity and quality, the cybercriminal market
isatypical “marketforlemons” [113,177,178].Ifthe defensiveside canflood the cybercriminal
ecosystem with honeypot-style or fake goods, it will make the dark web less attractive for cyber-
criminalslooking to purchase services. The practice which demonstrates the feasibility is that
whenthe dark web marketplace AlphaBay was closed and the servers for Hansa, another dark web
marketplace wasseized by the government, they continued torun Hansa foramonth to collect
information about the vendors and customer [51]. This strategy, running Hansa under control,
further raise the concerns for the hacker community that the other dark web markets, like Dream
market, was also compromised in a similar manner and under police control.

Finally, from the control point analysis, we can observe that HRaa$S (hacker recruit) also serves
a control-point role for the cybercriminal ecosystem, which can be considered as the pipeline to
recruit the cybersecurity workforce into the offensive side. Without considering the impact from
HRaas, the effectiveness of many efforts to improve the cybersecurity workforce supply by offering
related training [42] will be significantly reduced.

12Please refer to Figure 11 in Appendix C for the list of the control-point services.
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4.3 Sharing Responsibility: Action Suggestions for Better Collaboration

There exist several challenges plaguing cybersecurity and cybersecurity policy when it comes to
working together to build a safer connected world [113]: the externalities [87], misaligned incentives
[11]and the information asymmetries [9]. These market failures calls for implementation of policy
toallocateresponsibilities todifferent parties so cybersecurity canbeimproved in the places where
economic forces disincentive it. Given the presented cybercrime ecosystem framework, we can
identify which responsibilities or actions fall to which actors based on whether the actors have the
capability to take the actions'”:

. Individuals and Corporations have a responsibility to protect themselves by investing in
security software or hardware, altering processes, or educating people on common cyber-
attacks. There is also a responsibility for the defenders to share cyber risk information.
However, how to design effective mechanisms to motivate the information sharing while
bypass its negative effort is still an open but challenging issue [32, 88, 99, 180].

. Software/Hardware Providers have a responsibility to monitor vulnerabilities and exploita-
tions in their products. Nonetheless, issues persist related to the delays in the application
of patches for discovered vulnerabilities [150] so that software/hardware providers must
acknowledge these delays and work with users to accelerate the rate at which patches take
effect. Furthermore, in practice, once the lifecycle of a piece of software/hardware has run
its course, providers no longer offer automatic fixes, updates, or online technical assistance
for the product. This leaves those older, yet widely used products vulnerable to attack. The
WannaCry Hurricane attack in May 2017 is one recent example of such cyber incidents
[137]. Thus, thereis aneed to discuss policy related to productsupportlifecycle, and the
responsibility for providers and users when older versions of products are still widely used.

. Security Companies, put simply, must fight cyber-attacks, especially the payloads. Many
technologies such as pattern matching, static analysis, dynamic analysis, hybrid analysis,
and even human analysis have been presented over the years as solutions to defend against
cyber-attacks [3, 46, 165, 166]. Beside these catch-up efforts, it will be beneficial to adopt
the frame of mind of a hacker and work accordingly to identify ways in which security
defenses could be bypassed. Inspired by bug bounty programs for the vulnerability discovery,
security companies could offer similar programs to hire external experts, such as cybersecu-
rity researchers, to develop effective obfuscation techniques and render them ineffective by
updating security measuresbefore the same techniquesare developed or exploited by cyber-
criminals. Additionally, if security companies can set up honeypot-style security checkers
through SCaaS$ (security checker), it could be possible for the security companies to collect
information to combat future cyber-attacks.

. Infrastructure operators such as the Internet Service Providers (ISP), according to our frame-
work, should work to disrupt the delivery of cyber-attacks because they are in the position
tomonitorthe Internet traffic. Though someinfrastructure operatorsactively participatedin
botnet detection and abuse reporting [56, 77, 78, 128, 175], how to incentivize ISPs to involve
themselvesinthefightagainstcybercrimeisanimportantoneforthe defenseside.Italso
requires the international collaboration [17] to fight against the delivery of the cyberattack,
as the Internet, and the cybercriminals with which it is infested, knows no borders.

. Financial Systems, such as payment networks, must take responsibility for curbing the moneti-
zation activities of cybercriminals. However, in the case of the money mule recruiting service
(MRaa5) to build a money laundering network, no banks or take-down companies actively
pursue the elimination of money mule recruitment websites [114]. We deem it necessary to

13Please refer to Figure 11 in Appendix for the responsibility allocation.
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rethink financial systems’ responsibilities when it comes to combatting cybercrime-related
financial transactions. In addition, the anti-money laundering operations areill prepared to
deal with digital currencies, such as BitCoin, which inhabit alegal gray area [21]. Hence, the
financial sector should emphasize collaboration, and acknowledgeitsshortcomings whenit
comestodigital currency-related cybercrime monetization activities.

. Government has an important role in combatting cybercrime, given its position to address
market failures related to cybersecurity. Just as we mentioned above, it may be in the gov-
ernment’s interest to develop strategies to take down or control the dark web market places
directly, or flood them with fake goods to destroy its reputation system for identify uncer-
tainty mitigation. Furthermore, because the defensive and offensive sides are using largely
the similar innovations, it is paramount to ensure trainees work for the right side. The
government should consider strategies to recruit skilled individuals to the defensive side and
combat incentives that drive them tojoin the cybercrime business.

. Third-party threat intelligence service providers should monitor dark web activity to study
how cybercriminals reuse the achievements from the successful attacks. More third-party
services focused on TPaaS (tool pool), DMaaS (domain knowledge), PPaaS (personal profile),
and TSaa$ (target selection) would be welcomed in the cybersecurity community, since more
information translates to greater preparedness in the face of cyber-threats. However, how to
motivate them to work for defensive side instead of the cybercriminal ecosystem is still an
unclear but paramount issue.

5 CONCLUSION

Cybersecurity has become relevant on the scale of nations. The “double-edged sword” nature of
cybersecurity technology means that the defensive and offensive sides use similar innovations,
and until now, the offense has been able to nurse its advantage: “the bad guys are getting badder
faster”. Cybercrime is no longer just a hobby. Cybercrime has become a business, and even less-
than-prodigious hackers may choose it as a profession. The cybercrime ecosystem has evolved to
encompass a comprehensive supply chain built around certain value-added processes. Furthermore,
recent “as-a-service” innovations accelerate the evolution of the cybercrime ecosystem and the
growth of the cybercrime business, reconstructing into a specialization, commercialize, and coop-
eration system. Without a systematic understanding of this trend in the cybercrime ecosystem,
effectively combatting cyber-attackshasbeen proved difficult.
This paper constructs the value chain model based on a survey of the value-added processes for
cyber-attacks. We see that aside from the primary activities of vulnerability discovery, exploitation
development, exploitation delivery, and attack, many supportactivities are emerging to facilitate
cyber-attacks, including attack lifecycle operations, human resource management, marketing and
delivery, and technology support. Combining the value chain model with the developments of
the “as-a-service” innovations, wemodel cybercrimeactivitiesas service components withinputs,
outputs, and supports. In this way, we can identify the relationships betweencomponents and
construct a global view of this underground business: the cybercrime serviceecosystem framework.
Finally, we discuss the implementation of our framework to understand the hacking innovation,
identify the control-point activities and assign responsibility to encourage collaboration among
interested parties. The framework enables us to systematically understand the hacking innovations
in the cybercriminal ecosystem, including the cybercriminal service development, cyber-threat
evolution and the emergence of composition service: “cybercriminal service composition as a
service”, which can offer “one-stop-shop” style cyberattack services for the cybercriminal ecosystem.
More importantly, it inspires several strategies to more effective combat cyberattacks. For example,
striking the dark sidebyidentifying the control points whichrepresent the key components of
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the cybercriminal ecosystem can help the defensive side to effectively deploy the “honeypots” to
monitor and combat the cybercriminal activities; assigning responsibility to different actors with
vested interests in cybersecurity following the value-added processes can encourage meaningful
collaborationtowardsasaferworld.

By conceptualizing the modern cyber attack business systematically, we can better design
cyberattack combat strategies. More research about how to disrupt the business of cybercrime
by stymieing the development of the threat capability supply chain in the cybercrime ecosystem
isneeded for the security community. Additionally, thereisroom for discussions onissues of
ethicssurrounding cyberattack, which can helpinthe design of new regulationsthatimprove
cybersecurity across the board.
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A  NOTATION FOR THE CYBERATTACK TARGET SELECTION RULE

For arational cyber-attacker, the victim organization could be considered as a target if and only if
the expected benefit B. outweighs the expected cost Ce.

Be = (Pe X (Bpm + Bpp) X Er) > Ce = (Cps + (Pa X Pc X Cc) + (Cim + Com)) (29)
Wesummarize the notations as following:

. Po: Ease of the attack, represents how easy to do the cyber attack;

. Bpm:Monetary benefit from the successful cyber attack against the target;

. Bpp: Psychological benefit from the successful cyber attack against the target;

. Bp:Potential benefitfrom the successful cyberattack; By =Bpm+ Bpp

. Er:Ease of benefit realization, represents how easy for the attacker to realize the benefit,
including both monetary and psychological benefit, from the successful attack;

. Cps: Psychological Costs for the attacker to do the cyber attack;

. Pg: Arrestrate, represents the attacker being identified and arrested for doing the cyber
attack;

+ Pc: Ease of the judicial process involved in the conviction;

+ Cc: The opportunity cost if the attacker is convicted;

+ Cp: The expected penalty costs Cp=Pa X Pc X C¢;

+ Cim: Theinvestmentcostfortheattackertodothecyberattack;

+ Com:Theopportunity costfortheattackertodothecyberattack;

+ Co: The operational cost Co = Cim + Com;
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B GLOSSARY FOR CYBERCRIMINAL SERVICE ECOSYSTEM

Table |. Cybercriminal Services

CaaS

Cybercrime as a Service

V DaaS

Vulnerability Discovery as a Service

VKaaS

Exploitation Development Service

EaaS

Exploit as a Service

EPaaS

Exploit Package as a Service

DaaS

Deception as a Service

PaaS

Payload as a Service

OBaa$S

Obfuscate as a Service

SCaaS

Security Checker as a Service

RPaaS

Repackage as a Service

BNaaS$S

Botnet as a Service

TRaaS

Traffic Redirection as a Service

BHaaS$S

Bulletproof Hosting as a Service

TAaaS

Traffic as a Service

REaaS

Reputation Escalation as a Service

AaaS

Multi-step Attack Service

PPaaS

Personal Profile as a Service

DMaaS

Domain Knowledge as a Service

TPaaS

Tool Pool as a Service

TSaaS

Target Selection as a Service

MLaaS

Money Laundering as a Service

MRaa$S

Money Mule Recruiting as a Service

RaaS

Reputation as a Service

V EaaS

Value Evaluation as a Service

MPaaS

Marketplace as a Service

HTaaS

Hacker Training as a Service

HRaaS

Hacker Recruiting as a Service
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Table 2. Informations for the Cybercriminal Service Ecosystem

4 Vulnerability Vp Operational Vulnerability
Vt Technical Vulnerability T Target
VEK Verified Exploit Kit E Exploit
EK Exploit Kit FI Fake Information
PL Payload SCSRr Security Checker Report
BN Botnet Z Zombie Machine
BH Bulletproof Server TA Traffic
GD Digital Gain GP Psychological Gain
Monetized Forms of Benefit
GL Directed from Attack HR Human Resource
DK Domain Knowledge PP Personal Profile
Ip Personal Information Ig Domain Specific Information
Mc Legal Money Mp Illegal Money
MLN | Money Laundering Network | HZ Manipulated/Tricked Human
RR User Interaction Records R User Reputation
4 Verified Information PG Good's Price
CH Certificated Hack.e T with NH |Novice in the hacker community
necessary skills
Table 3. Tools for the Cybercriminal Service Ecosystem
VDT | Vulnerability Discovery Tool | OBT Obfuscation Tool
EKDT Exploit Development and EDT Exploit Development Tool
Improvement Tool
EPT Exploit Package Tool FDT | Deception Development Tool
PDT | Payload Development Tool SCT Security Check Tool
. Botnet Development and
RPT Repackaging tool BNDT Maintain Tool
TRT | Traffic Redirection Technique | BHT Bulletproof Server Tool
TGT Traffic Generate Tool RS Reputation Mechanism
Multi-modal Data Customization and
MDF Fusion Technology ™S Management Tool
TS Training Support VES Value Verification Tool
MMT Online Marketplace HRT Hacker Recruiting Tool
Development Tool
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C APPENDIX FIGURES

AsshowninFigure 9, we map the servicesin the cybercriminal service ecosystem framework
constructed in Section 3 into the value chain model presented in Section 2 and group the services
into three different categories:

. “Noindependent services observed yet”: refers to the services which were not observed during
our study but expected to emerge due to its specialization and existence of the similar
innovations in legitimate businesses.

. “New service forms”: refers to the services which are available in the dark web but can evolve
into anew business model because of the development of the technologies.

+ “Others”:referstothe services whose business modelisnotexpected tochangesignificantly.

]
E
>
£ \ / \
;( Vulnerability Exploitation Exploitation Attack
£ Discovery Development Delivery
=
| e || gEEEET
— BNaaS TAaaS ‘
Operations: Attack Life-cycle Manage
Hacker Organization | |Target Selection Resistance Operation Benefit Realization
/Zpggs/ | RPadS /| | BNaas " PPaaS
| 15ads | OBaas || sCaés ' | | pmaas || MRaas
REaaS | BHaaS TPaaS
i3 Human Resource: Hacker Community
% Training Recruiting
g
o} . .
o Marketing and Delivery
Marketplace Reputation Value Evaluation Money Laundering
| ¥Eads | | MRaas | | mLaas
Technology Support

No independent services observed yet New servicesforms Other

Fig. 9. Mapping between the ecosystem framework and the value chain model to understand the development
of the cybercrime services.
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Fig. 10. Systematic Understanding of Cyber-threats. Using the predictions from the Mc el_l[abs 2017 'Ehreats Prediction Report, we map the identified threats
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into the framework which forms two reinforcement loops including the reusage of the comprdmised machines and the breach information. Furthermore,

based on the framework, we can also observe two other loops including the hacking experience and the stolen tools for further cyber attacks.
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